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USER GUIDE

Following this guide, there is a mission statement and
foreword to the 2012 Annual Report by Peter Hustinx,
European Data Protection Supervisor and Giovanni But-
tarelli, Assistant Supervisor.

Chapter 1 — 2012 Highlights presents the main features
of our work in 2012, the results of the Strategic Review
and the results achieved in the various fields of
activities.

Chapter 2 — Supervision describes the work done to
monitor and ensure the compliance of EU institutions and
bodies with their data protection obligations. This chapter
presents an analysis of the main issues in prior checks, fur-
ther work in the field of complaints, monitoring compli-
ance and advice on administrative measures dealt with in
2012. It also includes information on the Guidelines
adopted by the EDPS on consultations in the field of super-
vision and enforcement and Guidelines on the processing
of personal information in the area of leave and flexitime

Chapter 3 — Consultation deals with developments in
our advisory role, focusing on opinions and comments
issued on legislative proposals and related documents,
as well as their impact in a growing number of areas. The
chapter also outlines the involvement of the EDPS in
cases before the Court of Justice of the EU. It contains an
analysis of horizontal themes: new developments in pol-
icy and legislation and the ongoing review of the EU data
protection legal framework.

Chapter 4 — Cooperation describes our work in key
forums such as the Article 29 Data Protection Working
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Party and the European as well as the international data
protection conferences. It also deals with coordinated
supervision (by EDPS and national data protection
authorities) of large scale IT-systems.

Chapter 5 — Monitoring of technology gives a broad over-
view of technological trends that will have a likely impact on
privacy and protection of personal data in the near future.

Chapter 6 — Communication presents our information
and communication activities and achievements, includ-
ing communication with the media, awareness-raising
events, public information and online information tools.

— Administration, budget and staff details
key areas within the EDPS organisation including budget
issues, human resource matters and administrative
agreements.

Chapter 8 — EDPS Data Protection Officer (DPO) includes
a report on the update of the EDPS' register of processing
operations in 2012, resulting in 25 new notifications.

Main objectives for 2013 gives an over-
view of our work and main priorities for 2013.

This Report concludes with a number of annexes. They
include an overview of the relevant legal framework, pro-
visions of Regulation (EC) No 45/2001, the list of Data
Protection Officers, the lists of EDPS prior check opinions
and consultative opinions, speeches given by the Super-
visor and Assistant Supervisor and the composition of
the EDPS secretariat.



An Executive Summary of this report which gives an overview of key developments in EDPS activities in 2012 is
also available.

Hard copies of the Annual Report and the Executive Summary may be ordered free of charge from the EU Book-
shop, http://www.bookshop.europa.eu

Further details about the EDPS can be found on our website at http://www.edps.europa.eu

The website also details a subscription feature to our newsletter.

y @EU_EDPS


http://www.bookshop.europa.eu
http://www.edps.europa.eu

MISSION STATEMENT,

CHAPTER 1

VALUES AND PRINCIPLES

The European Data Protection Supervisor is the European Core values

Union’s independent data protection authority estab-

lished under Regulation (EC) No. 45/2001 (henceforth the .

“Regulation”),’ devoted to protecting personal informa-
tion and privacy and promoting good practice in the EU
institutions and bodies.

+ We monitor and ensure the protection of per- .

sonal data and privacy when EU institutions and
bodies process the personal information of
individuals;

- We advise EU institutions and bodies on all mat-
ters relating to the processing of personal infor-

mation. We are consulted by the EU legislator on .

proposals for legislation and new policy develop-
ment that may affect privacy;

- We monitor new technology that may affect the

Impartiality — working within the legislative and
policy framework given to us, being independent
and objective, finding the right balance between
the interests at stake;

Integrity — upholding the highest standards of
behaviour and doing what is right even if it is
unpopular;

Transparency - explaining what we are doing and
why, in clear language that is accessible to all;
Pragmatism — understanding our stakeholders’
needs and seeking solutions that work in
practice.

protection of personal information; Guiding principles

- We intervene before the EU Court of Justice to .

provide expert advice on interpreting data pro-
tection law;

- We cooperate with national supervisory authori-

ties and other supervisory bodies to improve con- .

sistency in protecting personal information.

We are guided by the following values and principles in
how we approach our tasks and how we work with our
stakeholders:

Regulation (EC) No 45/2001 of the European Parliament and
of the Council of 18 December 2000 on the protection of
individuals with regard to the processing of personal data
by the Community institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001, p. 1).

We serve the public interest to ensure that EU
institutions comply with data protection policy
and practice. We contribute to wider policy as far
as it affects European data protection;

Using our expertise, authority and formal powers
we aim to build awareness of data protection as a
fundamental right and as a vital part of good
public policy and administration for EU
institutions;

We focus our attention and efforts on areas of
policy or administration that present the highest
risk of non-compliance or impact on privacy. We
act selectively and proportionately.






FOREWORD

We are pleased to submit the Annual Report on the activities of the European Data Protection Supervisor (EDPS) to the
European Parliament, the Council and the European Commission, in accordance with Regulation (EC) No. 45/2001 and
Article 16 of the Treaty on the Functioning of the European Union.

This report covers 2012 as the ninth year of activity of the EDPS as an independent supervisory authority, tasked with
ensuring the fundamental rights and freedoms of natural persons and in particular their privacy with regard to the pro-
cessing of personal data are respected by EU institutions and bodies. It also covers the fourth year of our shared mandate
as members of this authority.

Special efforts were made this year in improving the efficiency and effectiveness of our organisation during the present
climate of austerity. In this context, we completed a thorough Strategic Review, resulting in clear objectives for 2013-2014,
the adoption of internal Rules of Procedure covering all EDPS activities and the adoption of an Annual Management Plan.

In the course of 2012, we once again set new benchmarks in different areas of activity. In the supervision of EU institu-
tions and bodies, when processing personal data, we interacted with more data protection officers in more institutions
and bodies than ever before. In addition, we saw the effects of our new enforcement policy: most EU institutions and
bodies, including many agencies, are making good progress in complying with the Data Protection Regulation, although
there are still some which should increase their efforts.

In the consultation of new legislative measures, we issued a record number of opinions on a wide range of subjects. The
Review of the EU legal framework for data protection was at the top of our agenda. However, the implementation of the
Stockholm programme in the area of freedom, security and justice and the Digital Agenda, as well as issues in the inter-
nal market, such as financial sector reform and in public health and consumer affairs, also had an impact on data protec-
tion. We also increased our cooperation with other supervisory authorities.

We wish to take this opportunity to thank those in the European Parliament, the Council and the Commission who support
our work and many others in different institutions and bodies who are responsible for the way in which data protection is

delivered in practice. We would also like to encourage those who are dealing with important challenges ahead in this field.

Finally, we wish to express special thanks to our members of staff. Their level of quality is outstanding and this contrib-
utes greatly to our effectiveness.

“\, ‘ fovoces [Sthar”

Peter Hustinx Giovanni Buttarelli
European Data Protection Supervisor Assistant Supervisor



2012 HIGHLIGHTS

1.1. General overview of 2012

The main activities of the EDPS in 2012 continued
to grow both in scale and scope at the same time as
resources were effectively reduced in the light of
budget constraints. The Strategic Review
announced in the last Annual Report was com-
pleted and the resulting Strategy for 2013-2014
articulates the vision and the methodology
required to improve our capacity to work effec-
tively and efficiently in a climate of austerity. The
Strategy was complemented by the adoption of
Rules of Procedure and an Annual Management
Plan. These documents are closely integrated and
are discussed in Chapter 1.2 below.

The legal framework? within which the EDPS acts
provides for a number of tasks and powers which
distinguish our three main roles of supervision,
consultation and cooperation. These roles con-
tinue to serve as strategic platforms for our activi-
ties and are reflected in our mission statement:

- asupervisory role to monitor and ensure that
EU institutions and bodies® comply with exist-
ing legal safeguards whenever they process
personal information;

See overview of legal framework in Annex A and extract
from Regulation (EC) No 45/2001 in Annex B.

> The terms ‘institutions’ and ‘bodies’ of Regulation (EC)
No 45/2001 are used throughout the report. This also
includes EU agencies. For a full list, visit the following link:
http//europa.eu/agencies/community_agencies/index.
en.htm

- a consultative role to advise EU institutions
and bodies on all relevant matters, especially
on proposals for legislation that have an impact
on the protection of personal information;

- a cooperative role to work with national
supervisory authorities and supervisory bodies
in the former ‘third pillar’ of the EU, involving
police and judicial cooperation in criminal mat-
ters, with a view to improving consistency in
the protection of personal information.

These roles are examined in Chapters 2, 3 and 4,
where we present our vision, our main activities
and the progress made in 2012. However, some of
the key elements are summarised in this section.

In 2012, a new sector for IT Policy was created to
better deal with various issues relating to the use of
new information technologies. This explains a
greater emphasis on the monitoring of technology
in Chapter 5.

The importance of information and communication
in our core activities also continues to grow and
our communication work in 2012 is covered in
Chapter 6. All of our activities rely on effective man-
agement of financial, human and other resources,
and these are outlined in Chapter 7.

Supervision and enforcement
The supervisory tasks of the EDPS are very broad

and range from advising and supporting the work
of data protection officers (DPOs), to providing



guidance and training, prior checking of risky pro-
cessing operations or conducting inquiries, includ-
ing on the spot inspections.

We consider DPOs to be key players in ensuring
compliance with the data protection regulation.
We have, therefore, continued to support the work
of DPOs by attending DPO meetings, organising
trainings or workshops for DPOs, meeting DPOs
bilaterally when they have been in need of specific
guidance, organising a helpline for DPO queries
and developing a dedicated area for DPOs on our
website.

In May 2012, as part of our efforts to support the
work of DPOs, we launched a survey on the status
of DPOs. Based on a questionnaire, the survey
focused on the mandate, position and resources of
the DPO so as to collect consistent information
about the state and evolution of the DPO function.
The conclusions of this exercise were compiled into
a report which highlights a number of positive out-
comes, but also some areas of concern which we
intend to monitor closely.

Prior checking of risky processing operations con-
tinued to be an important aspect of supervision
work. In 2012, we received 119 notifications for
prior checking and adopted 71 prior checking opin-
ions. After careful analysis, 11 cases were not sub-
ject to prior checking. In contrast to previous years
where large EU institutions had been frequent
addressees, in 2012, we addressed the majority of
our opinions to EU agencies and bodies. In general,
the opinions adopted in 2012 covered standard
administrative procedures such as staff evaluation
and processing of health data, but also core busi-
ness activities such as processing operations
related to asset freezing activities at the Commis-
sion, revised OLAF investigation procedures and
annual declarations of interest. In the follow up of
EDPS opinions, we were pleased to be able to close
92 cases in 2012.

In 2012, we received 86 complaints, a decrease of
approximately 20% compared to 2011, thus con-
firming the effectiveness of the online complaint
form in reducing the number of inadmissible com-
plaints. Of these, 46 were inadmissible prima facie.
The remaining 40 complaints led to more in-depth
inquiries. Of those cases resolved in 2012, we found
that there had been no breach of the data protec-
tion rules or that the necessary measures had been
taken in 26 cases. Conversely in four cases, we
found non-compliance with data protection rules
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and recommendations were addressed to the
controller.

In addition to our general monitoring exercises,
such as the one on the status of DPOs, we tar-
geted our monitoring actions to areas where we
had reason to be concerned about the level of
compliance with the Regulation. In 2012, we vis-
ited six agencies where there was a suspected
lack of engagement in compliance or a lack of
communication between the agency and the
EDPS. These visits proved to be very effective in
raising awareness and committing management
to respect the Regulation. We inspected 15 EU
institutions or bodies and followed-up previous
inspections.

On 23 November 2012, we issued a policy on
consultations in the field of supervision and
enforcement. This paper provides guidance to
EU institutions and bodies and DPOs on consulta-
tions to the EDPS based on Articles 28(1) and
46(d) of the Regulation and stresses their account-
ability as institutions and the key role of their
DPOs.

We have also provided guidance to EU institutions
and agencies by adopting Guidelines concerning
the processing of personal information in the
area of leave and flexitime.




Consultation

Following the trend of previous years, 2012 saw our
consultation work on legislation increase, with an
all-time high of 33 opinions, 15 formal comments
and 37 informal comments issued. The fact that
increasing numbers of legislative proposals are
submitted to us for consultation is reflected in our
inventory and is testimony to the growing rele-
vance and consideration of data protection in EU
legislation.

We continued to be closely involved in the ongoing
work on the reform of the EU data protection frame-
work®*. In response to the proposal on the reform
package comprised of a regulation and a directive,
published in January, we issued an opinion in
March. Thereafter, we continued to highlight poten-
tial areas of concern and possible improvements in
speeches, press releases and other forums through-
out the year. Overall, we welcome the proposed
regulation, an instrument directly applicable to
the Member States, as a great step forward, but
regret that a separate legal instrument, the pro-
posed Directive, has been chosen to regulate the
law enforcement area with a much lower level of
protection. Since it does not meet the require-
ment of a consistent and high level of data pro-
tection, it is significantly inferior to the proposed
regulation. The overriding weakness of the reform
package is that it does not remedy the general lack
of comprehensiveness in EU data protection rules.

The importance of data protection continues to
grow: apart from the usual priorities of the Area of
Freedom, Security and Justice (AFSJ) and interna-
tional data transfers, opinions on the internal mar-
ket and the health sector became increasingly com-
mon in 2012. At the same time, the rapid
developments in the area of the Digital Agenda
were mirrored by an influx of related legislative
proposals. The following highlights include a selec-
tion of the opinions we adopted in these fields.

In the area of AFSJ, the question of necessity was a
recurrent theme, as we saw law enforcement agen-
cies arguing for increased access to other data-
bases for crime prevention purposes. We cautioned
against this trend of function creep and high-
lighted the potential harm it might cause as can be
seen in our opinions on EURODAC, SIS Il and the
European Cybercrime Centre. Related issues in the

area were excessive data transfers and an apparent
disregard for the utility of implementing appropri-
ate data protection principles in ensuring the suc-
cess of law enforcement initiatives. We highlighted
these concerns in our comments on EUROSUR and
on the EU Strategy towards the Eradication of Traf-
ficking in Human Beings 2012-2016, respectively.

In the digital agenda and technology domain, we
published an opinion on cloud computing which
highlighted the particular data protection chal-
lenges created by cloud computing in general and
how these will be addressed under the proposed
data protection regulation. The impact of new
technology is — and will continue to remain - of the
utmost importance in this area and pinpoints the
need for the implementation of data protection
principles such as privacy by design and privacy by
default. This was also highlighted in our other opin-
ions in this area, for example, smart meters, net-
work and information security in the EU and on the
open internet and net neutrality.

On the issue of the internal market, we issued a
package of opinions on reform proposals for
increased supervision of financial markets, mainly
concerning the data protection impact of monitor-
ing financial data and cross-border transfers. While
the desire for more control of financial data might
be justified, we emphasise that this type of data
may also include personal information and related
proposals are thus required to implement ade-
quate safeguards. Other notable opinions of the
year were issued on administrative cooperation in
the field of excise duties, on statutory audits, on
European venture capital funds & social entrepre-
neurship funds and on insurance mediation, UCITS
and key information documents for investment
products. A common recommendation from us was
a clearer justification for the scope of investigatory
powers of regulatory authorities.

Achieving a balance between transparency and
data protection is a recurring theme in our work. In
2012, we adopted several opinions in different
fields which dealt with the publication of per-
sonal information. These instances can them-
selves be divided into different categories such as:
the re-use of public sector information (PSI) and the
publication of personal information in the context
of ‘naming and shaming’. In these and other opin-
ions we emphasised the need to balance the prin-
ciple of transparency, the right to privacy and data
protection and the need for specific safeguards.


http://www.edps.europa.eu/EDPSWEB/edps/Consultation/

In public health and consumer affairs, we
observed a growing trend to fuse new digital tech-
nologies with existing practices to improve the
quality of service. These efforts are commendable
and personalised care and services have great
potential. However, given the sensitivity of per-
sonal health data, consumer trust in new services
can only be fostered and maintained when funda-
mental data protection principles are respected.
The consolidation of previously irrelevant data and
information collected for other purposes remain a
challenge specific to this field.

We also commented on other proposals, such as the
establishment of the European voluntary humanitar-
ian aid corps, a proposal on the deposit of the histori-
cal archives of the institutions at the European uni-
versity Institute in Florence and on the proposal for a
regulation on the statute and funding of European
political parties and European political foundations.

Court cases

In 2012, we intervened in four cases before the
Court of Justice of the EU and the Civil Service
Tribunal.

The first case dealt with the alleged lack of inde-
pendence of the Austrian data protection authority
(DSK). The EDPS supported the position of the
Commission which argued that the functional
independence of the DSK provided for by Austrian
law was not sufficient. The Court followed this rea-
soning and concluded that its close ties with the
Austrian Federal Chancellery prevented the DSK
from being above all suspicion of partiality.

The second case in which we intervened on the
side of the applicant was Egan and Hackett v. Euro-
pean Parliament (Case T-190/10). This was the last
of three cases in which the General Court had to
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rule on the relationship between the public access
to documents regulation and the data protection
regulation after the leading ruling in Bavarian Lager
v. Commission of 29 June 2010 (Case C-28/08 P). As
in the other two cases, the EDPS argued in favour of
greater transparency

We intervened in two other cases which are still
pending at the time of writing. The first case con-
cerned an infringement proceeding against Hun-
gary on the independence of the data protection
authority. The second case, before the Civil Service
Tribunal, concerned an alleged breach of the EU
data protection Regulation (EC) No 45/2001 during
an internal harassment investigation by the EIB.

We also closely followed several other cases with-
out intervening such as the Spanish Google case
which centres on the applicability of Spanish law
implementing the European data protection direc-
tive with regard to Google activities and two other
cases related to the validity of the European data
retention directive.

Cooperation

The main platform for cooperation between data
protection authorities in Europe is the Article 29
Data Protection Working Party (WP29), which
plays an important role in the uniform application
of the Data Protection Directive.

The EDPS and the WP29 have collaborated on a wide
range of subjects, particularly for the opinions on
purpose limitation and compatible use, smart grid
data protection impact assessment templates and
open data, where the EDPS acted as the rapporteur.
We also made significant contributions to the opin-
ions adopted on the data protection reform discus-
sions, cloud computing, cookie consent exemption
and developments in biometric technologies.

We have also been very active in the area of coordi-
nated supervision of large-scale databases such as
EURODAC, a European fingerprint database for
identifying asylum seekers and irregular border-
crossers. The EURODAC Supervision Coordination
Group - composed of national data protection
authorities and the EDPS - met twice in Brussels in
2012. The Group adopted a standardised inspec-
tion plan for EURODAC national access points
(NAPs) to assist in national inspections and envi-
sioned that a unified practice on dealing with
unreadable fingerprints should be agreed upon
once the corresponding report is finalised in 2013.



A similar arrangement governs the supervision of
the Customs Information System (CIS), and we
convened two meetings of the CIS Supervision
Coordination Group in 2012. In these meetings the
Group, in cooperation with the Customs JSA,
adopted a joint opinion on the FIDE handbook and
an activity report for the preceding two years, while
the secretariat presented two draft reports which,
upon adoption in 2013, will form the basis of
potential follow-up activities of the group in the
future.

Moreover, the new Visa Information System (VIS)
Supervision Coordination Group held its first meet-
ing in November 2012. A database of information
including biometric data on visa applications by
third country nationals, VIS is used to prevent visa
fraud and so-called visa shopping between Member
States, to facilitate the identification of visa holders
within the EU and to ensure that the visa applicant
and the visa user are the same person. Primarily
tasked with overseeing the ongoing, gradual roll-
out of the system and to facilitate cooperation
among Member States, the Group discussed its first
working program and shared information on EDPS
activities and national inspections in different
Member States.

Cooperation in international fora continued to
attract attention, especially the European and Inter-
national Conferences of Data Protection and Pri-
vacy Commissioners. In 2012, the European Confer-
ence was held in Luxembourg and focused on
recent developments in the modernisation of the
data protection frameworks of the EU, the Council
of Europe and the OECD. The International Confer-
ence was held in Uruguay on the general theme
Privacy and Technology in Balance, with a particular
emphasis on emerging countries and issues relat-
ing to profiling and big data.

Internal organisation

In 2012, a new sector, IT Policy, was introduced in
the organisation, to develop and concentrate our
expertise in information technology and data pro-
tection. The sector is made up of IT experts with
experience in practical IT issues and in policy and
supervision. It improves our ability to assess the pri-
vacy risks of new technologies, liaise with the tech-
nology experts of other data protection authorities
and offer guidance on the principles of privacy by
design and privacy by default to data controllers. It

also ensures that we can develop our supervision
methods and tools in line with technological evolu-
tion, in particular with regard to large-scale infor-
mation systems that are subject to coordinated
supervision. The sector will also support the devel-
opment of a more coherent internal IT policy for
the institution.

Resource management

Further to quarterly budget implementation
reviews involving the Management Board of the
institution, the implementation of our budget
increased from 75.66% in 2010, to 90.16% in 2012.
New IT tools such as Sysper2 (HR) and MIPs (mis-
sion management) have led to increasing efficiency
and professionalisation of the EDPS HR function.

Some EDPS key figures in 2012

- 71 prior check opinions adopted,
11 non prior check opinions

- 86 complaints received,
40 admissible

=> 27 consultations received on
administrative measures

- 15 on-the-spot inspections and
6 visits carried out

-> 1 set of Guidelines published on
processing of personal information in
the area of leave and flexitime

-> 33 legislative opinions issued on,
among others, initiatives relating to
the Area of Freedom, Security and
Justice, technological developments,
international cooperation, data
transfers, public health or internal
market.

-> 15 sets of formal comments issued
on, among others, intellectual
property rights, civil aviation security,
EU criminal policy, the Terrorist Finance
Tracking System, energy efficiency, or
the Rights and Citizenship Programme.

= 37 sets of informal comments
issued




1.2. Vision and methodology:
the Strategic Review, Rules
of Procedure and Annual
Management Plan

From left to right the members of the EDPS Management
Board: Giovanni Buttarelli, Assistant Supervisor, Peter Hustinx,
EDPS, Chistopher Docksey, Director

2012 stands out as the year when the institution
reached full maturity. This was the result of coordi-
nated processes which came to their conclusion
with the adoption of three documents in Decem-
ber: the Report on the Strategic Review, the Rules
of Procedure, and the Annual Management Plan.

All three documents are closely integrated. Thus
the core values and guiding principles articulated
during the Strategic Review are enshrined in Arti-
cle 15 of the Rules of Procedure. The actions
underpinning the new Strategy for 2013-2014 are
implemented in the Annual Management Plan
for 2013.

All three documents are built on experience and
on actions that took place before or during their
preparation. Thus input from stakeholders during
the Strategic Review process underlined the need
to improve our knowledge of IT issues and develop
a consistent and authoritative vision on the influ-
ence of globalisation and technology on data pro-
tection in the EU. In response, as mentioned in the
preceding section, the IT Policy sector was created
in2012.
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1.2.1 Strategic Review
and Strategy 2013-2014

Strategy

2013-2014

As noted in the 2011 Annual Report, the EDPS
launched a strategic review process in July of that
year. The process was driven by a number of fac-
tors. First, the review was the final stage of a pro-
cess of internal restructuring begun by the Supervi-
sors in October 2009. The EDPS has developed from
a body made up of two Members and a small Secre-
tariat into a fully-fledged institution with almost
50 staff. As part of this process, the Secretariat was
restructured in 2010 into an effective institutional
form.

Second, after the entry into force of the Lisbon
Treaty, the institution entered a phase marked by
new challenges, notably the accelerating use of the
internet and new technologies, the development of
programmes such as the Stockholm Programme
and the Digital Agenda, the review of the data pro-
tection legislative framework and the implementa-
tion of the Lisbon Treaty itself. These developments
have caused a marked increase in activities and
workload.

Third, resource implications increasingly require
the institution to “do more with less”. Whilst there
has been a slow, steady build up of resources, these
do not match the continuing increase over the
years in all areas of EDPS activities.

As a result, the strategic review was launched to
identify priorities and permit resources to be
matched to activities as efficiently and effectively
as possible. The process was led by a task force
made up of the Director and representatives of all
the teams and professional disciplines in the house.
The review was concluded in 2012 following an
intensive process of internal and external stake-
holder consultation. This was carried out by
means of internal meetings and an on-line survey
of some 500 external stakeholders followed-up
by focus groups and interviews.

In general, external stakeholders praised the EDPS
as a knowledgeable and authoritative body, pro-
viding strong leadership and data protection



expertise. However, they made several suggestions
for action, including the need for the EDPS to:

- engage more closely with stakeholders and
better understand their policies and institu-
tional constraints,

- work harder to raise awareness of data protec-
tion and make it more accessible,

- improve our knowledge of IT issues,

- be selective and focus on areas of high priority
or high risk, and to

- support the Data Protection Officers (DPOs)
and Data Protection Coordinators/Contact
Points (DPCs) who are on the frontline of data
protection in the EU institutions and bodies.

This valuable input enabled us to develop our core
values and guiding principles and to draw up a
detailed plan of actions for achieving our strategic
objectives, together with a list of key performance
indicators to measure success.

The resulting strategy was adopted in December
2012 in the form of a Report on the Strategy for
2013-2014, Towards excellence in data protection.
The Report was published on 22 January 2013 and
presented to a select group of stakeholders in the
EU institutions and the data protection community.
The Report and a short video of the proceedings
are available on the EDPS website.

Following the suggestions of our stakeholders, we
have reassessed our priorities and reallocated our
resources, so as to increase our efficiency and effec-

From left to right: Peter Hustinx, EDPS, Commission
Vice-President Viviane Reding, Commissioner
Cecilia Malmstrém, Giovanni Buttarelli, Assistant Supervisor

tiveness in a challenging and continuously evolv-
ing environment.

Acting selectively and proportionately, we will seek
to ensure that data protection is an integral part of
policy-making and legislation, in all areas where
the EU has competence.

We will focus our attention and efforts on areas of
policy or administration that present the highest
risk of non-compliance or impact on privacy.

Using our expertise, authority and formal powers
we aim to build awareness of data protection as a
fundamental right and as a vital part of good public
policy and administration for EU institutions.

In particular, we have identified activities that
emphasise the accountability of policy makers and
data controllers and activities that build on the cru-
cial role of DPOs. These activities are key parts of
the proposed legislative reforms, and we hope they
will show how levels of compliance can be raised in
a period of budget restraint.

The Strategy adopted in 2012 is designed to max-
imise the impact of our work on data protection at
EU level and to increase efficiency by making the
best use of resources. We will continue to develop
the strategy and work towards excellence in data
protection at European level beyond 2014.

1.2.2 Rules of Procedure

The Rules of Procedure were also adopted in
December 2012, based on Article 46(k) of the Requ-
lation. The adoption of these internal rules consti-
tutes an important step in the maturity of the EDPS
as an EU institution.

The Rules of Procedure result from the same pro-
cess that led to the conclusion of the Strategic
Review. They set out in a single, comprehensive
document the organisation and working proce-
dures of the institution. They are based on substan-
tial experience and reflect practices that have been
developed over the years, in particular following
the administrative reorganisation in 2010.

These internal rules complement the rules laid
down in the Regulation as well as other provisions
of EU law which provide for duties and powers for
the EDPS, for example, the Staff Regulations, the
Financial Regulation and the various measures
dealing with coordinated supervision.



Thus, on the one hand, they recall and apply the
principles of independence, good governance and
good administrative behaviour and provide for the
appointing authority, the authorising officer by del-
egation and the accounting officer.

On the other hand, they lay down detailed rules
concerning internal decision making processes, the
roles of the Supervisors and the Management
Board, the organisation and working of the Secre-
tariat, planning, internal administration and the
openness and transparency of the institution. As
noted above, they also enshrine the core values
and guiding principles developed during the stra-
tegic review process.

The main body of the rules is dedicated to the spe-
cific procedures followed when performing the
core activities of the institution. Again, some of
these procedures are already detailed in the Regu-
lation itself, such as the procedure for prior check-
ing of processing operations, which are comple-
mented by the Rules of Procedure. Other rules were
not, or only partly, addressed in the Regulation,
such as the rules on cooperation and support of
DPOs and the rules on administrative and legisla-
tive consultation respectively.

The Rules of Procedure are available on the EDPS
website and will be published in the Official Journal
in all official EU languages.

1.2.3 Annual Management Plan

Article 13 of the Rules of Procedure provides that,
in accordance with the principles of good adminis-
tration and good financial management, the EDPS
shall establish an Annual Management Plan (AMP).

The annual management plan is the foundation for
planning activities and managing the workload,
complementing and completing the long term
strategic planning developed in the Strategic
Review and the short term planning followed on a
weekly basis. A pilot project was launched in 2012,
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which showed that, due to the nature of our regu-
latory and advisory work, not all of our work can be
planned. Bound by fixed resources, we have to be
able to adapt our planning accordingly. The lessons
learned led to the adoption of the first annual man-
agement plan for 2013 adopted at the end of 2012.

Following the specific objectives and actions fixed
under the Strategy 2013-2014, the annual manage-
ment plan outlines the activities to be carried out in
2013 under each specific objective. To assess pro-
gress towards our objectives we will regularly
measure the performance of these activities.

Furthermore, during the Strategic Review process
we identified a number of activities which have a
key role for the achievement of our goals, and
which, therefore, form the basis of the following
key performance indicators (KPIs):

1. number of inspections/visits carried out

2. number of awareness-raising and training ini-
tiatives within EU institutions and bodies
organised or co-organised

3. level of satisfaction of DPOs/DPCs on training
and guidance

4. number of EDPS formal and informal opinions
provided to the legislator

5. rate of implementation of cases in the policy
inventory identified for action

6. number of cases dealt with by the Article
29 Working Party for which the EDPS has pro-
vided a substantial written contribution

7. number of cases in which guidance is provided
on technological developments

8. number of visits to the EDPS website

9. rate of budget implementation

10. rate of training implementation for EDPS staff

These KPIs will enable us to report on the impact of
our work and the efficiency of our use of resources.
They will be regularly reviewed and adapted if
needed, to improve our future performance. We
will include the first set of results in our Annual
Activity Report 2013.



Our strategic objective

Promote a ‘data protection culture’ within the EU
institutions and bodies so that they are aware of
their obligations and accountable for compliance
with data protection requirements.

Our guiding principles

1. We use our expertise and authority to exercise
our supervision and enforcement powers. We
aim to ensure the protection of personal infor-
mation and a fair balance with wider policy
and political objectives.

2. Inour supervision and enforcement work:

- we recognise that institutions - data con-
trollers and DPOs/DPCs - carry first-line
accountability;

- we seek to help institutions carry out their
responsibilities effectively, ensuring that
the right support, training and guidance
are in place;

< we use our powers of supervision to rein-
force responsibility;

- we are willing to use our powers of
enforcement where necessary.

SUPERVISION
AND ENFORCEMENT

2.1. Introduction

The task of the EDPS in his independent supervisory
capacity is to monitor the processing of personal
information carried out by EU institutions or bodies
(except the Court of Justice acting in its judicial
capacity). Regulation (EC) No 45/2001 (the
Regulation) describes and grants a number of duties
and powers, which enable the EDPS to carry out this
task.

Over the course of the year we carried out our main
supervision activities, notably in the field of prior
checks, complaints and consultations on adminis-
trative measures. The prior checking of processing
operations which exhibit specific risks remained an
important aspect of our supervision work in 2012.
Despite a decrease in the number of notifications
received, there was a slight increase in the number
of opinions adopted (71 opinions, 14 of these being
joint opinions covering 44 notifications). Although
the number of complaints received also decreased
by 20% there was an increase in the number of deci-
sions (26 cases in 2012). Within the framework of
consultations on administrative measures, the EDPS
adopted a Policy on consultations in the field of
supervision and enforcement. The aim of this paper
is to provide guidance to EU institutions and bodies
and DPOs on consultations to the EDPS based on
Articles 28(1) and/or 46(d) of the Regulation. In
2012, the EDPS received 27 consultations on admin-
istrative measures and provided 23 replies.

Aside from our regular supervision activities, we
also developed other forms of monitoring compli-



ance with the Regulation, in line with the Compli-
ance and Enforcement Policy adopted in December
2010. We performed two surveys, one on the status
of DPOs in all EU institutions and one on the status
of Data Protection Coordinators (DPCs) at the Euro-
pean Commission. The results of these surveys have
been compiled in reports, the first of which — on the
status of DPOs - was published in December 2012.
In addition to these stock taking exercises, targeted
monitoring exercises were carried out in cases
where, as a result of supervision activities, we had
reason to be concerned about the level of compli-
ance in certain institutions or bodies. These took
the form of correspondence with the institution or
body concerned, one day visits by management to
address compliance failings or inspections to verify
compliance on specific issues.

We also continued our awareness raising and guid-
ance activities to help promote a data protection
culture in the EU institutions. In 2012, this guidance
took the form of Guidelines in the area of leave and
flexitime, training for DPCs, workshop for control-
lers, the development of a dedicated area for DPOs
in the EDPS website and a helpline for DPOs.

2.2. Data Protection Officers

European Union institutions and bodies have an
obligation to appoint at least one data protection
officer (DPO) under Article 24.1 of the Regulation.
Some institutions have coupled the DPO with an
assistant or deputy DPO. The Commission has also
appointed a DPO for the European Anti-Fraud
Office (OLAF, a Directorate-General of the Commis-
sion) in view of its independent functions. A num-
ber of institutions have appointed data protection
coordinators or contacts (DPCs) in order to coordi-
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nate all aspects of data protection within a particu-
lar directorate or unit.

In 2012, eleven new DPOs were appointed, both in
existing institutions and bodies and new agencies
or joint undertakings, bringing the total number of
DPOs to 58 (the DPO of the European Central Bank
also acts as DPO of the European Systemic Risk
Board).

For a number of years, the DPOs have met at regu-
lar intervals in order to share common experiences
and discuss horizontal issues. This informal network
has proved to be productive in terms of collabora-
tion and continued throughout 2012.

A ‘DPO quartet’ composed of four DPOs (those of
the Council, the European Parliament, the Euro-
pean Commission and the European Food Safety
Agency) was set up with the goal of coordinating a
DPO network. The EDPS has collaborated closely
with this quartet.

The EDPS attended the DPO meetings held in
March 2012 at the European Chemicals Agency
(ECHA) in Helsinki and at the European Central
Bank in Frankfurt in November. At these meetings,
we took the opportunity to update the DPOs on
our work and give an overview of recent develop-
ments in EU data protection. This year we focused
in particular on the Data Protection Reform, devel-
opments at international level, the EDPS Roadmap
2012 which outlines our supervision activity for the
year, the DPO status report and the EDPS strategic
review. The meetings were also an occasion for
open discussions between DPOs and the EDPS on
shared issues and common problems such as the
conservation of personal information in evaluation
procedures.




We organised a number of trainings and workshops
for DPOs and DPCs (see section 2.7 Data Protection
Guidance) in 2012. In addition, one-to-one sessions
took place between EDPS staff and some DPOs on
their specific guidance needs.

Colleagues in our Supervision and Enforcement
Unit also deal with telephone queries posed by
DPOs and whenever possible provide immediate
assistance and guidance on specific issues, while
leaving more complex issues to be dealt with in
written consultations. In the second half of 2012,
more than 40 such phone queries were dealt with
by staff. In response to the increase in the number
of telephone queries, we have put in place a direct
helpline for DPOs, with a staff member available to
answer questions over the phone at specific times.
This initiative has proven useful as it allows us to
deal with simple questions in a quick and informal
way, strengthening the cooperation and relations
between the DPO community and the EDPS.

2.3. Prior checks

2.3.1. Legal base

Regulation (EC) No 45/2001 provides that all
processing operations likely to present specific risks
to the rights and freedoms of data subjects by virtue
of their nature, their scope or their purposes are to be
subject to prior checking by the EDPS (Article 27(1)).

Article 27(2) of the Regulation contains a non-
exhaustive list of processing operations that are
likely to present such risks. In 2012, we continued
to apply the criteria developed in previous years®
when interpreting this provision, both when decid-
ing that a notification from a DPO was not subject
to prior checking and when advising on the need
for prior checking of a consultation (see also
Section 2.3.4).

2.3.2. Procedure

2.3.2.1. Notification

Prior checks must be carried out by the EDPS fol-
lowing receipt of an email notification from the
DPO to the EDPS Secretariat using the standard
EDPS form (Article 19 of the Rules of Procedure).
Any additional information relating to the notified

processing operation should be provided in an
annex to the notification form. If the DPO is in any
doubt as to whether a processing operation should
be submitted for prior checking, he may consult
the EDPS (see Section 2.3.4).

Prior checks involve operations not yet in progress,
but also processing that began before 17 Janu-
ary 2004 (the appointment date of the first EDPS
and Assistant EDPS) or before the Regulation came
into force (ex-post prior checks). In such situations,
an Article 27 check cannot be ‘prior’ in the strict
sense of the word, but must be dealt with on an ex-
post basis. When the EDPS started his activities,
there was a backlog of ex-post prior checking cases
relating to processing operations already in place.
It was, therefore, decided to accept ex-post notifica-
tions despite the absence of a legal basis for this
practice. This phase is coming to an end as we con-
sider that the EU institutions and bodies have been
given adequate time to notify their existing pro-
cessing activities in compliance with Article 27 of
the Regulation.

For this reason, we have reminded data controllers
to verify that all sensitive processing operations
have been notified to the DPO, enabling him or her
to in turn notify the EDPS of all outstanding prior
checks by the end of June 2013.

2.3.2.2. Period, suspension and extension

In accordance with Article 27(4) of the Regulation
and Article 21 of the Rules of Procedure, the EDPS
shall deliver an opinion within two months follow-
ing receipt of a notification. This period of two
months may be suspended until we receive any
further information that we have requested. When
the complexity of the matter so requires, the two
months period may be extended once for a fur-
ther two months. If the opinion has not been
delivered by the end of the period of two months,
or any extension thereof, it shall be deemed to be
favourable. To date, no such tacit opinion has ever
arisen. The starting date for calculating the dead-
line is the day following the date on which the
notification form was received. If the final date is a
public holiday or another day on which the EDPS’
services are closed, the next working day shall be
considered the final date for delivering the
opinion

Prior to the adoption of an opinion, we are obliged
to send the draft to the institution for feedback on
practical aspects and factual inaccuracies which is
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subject to a deadline of 10 days. This period may be
extended upon a justified request from the control-
ler. If no feedback is received within the deadline,
the EDPS shall proceed with the adoption of the
opinion (Article 22 of the Rules of Procedure).

2.3.2.3. Register

In 2012, we received 119 notifications for prior
checking (2 were withdrawn). Whilst we have
cleared the backlog of ex-post prior checks for most
EU institutions, processing operations put in place
by EU agencies, in particular by newly established

2.3.2.4. Opinions

EDPS prior-check opinions per year
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ones, the follow-up of Guidelines issued as well as
several visits to agencies in 2012 have generated an
increase in the number of notifications.

Under the Regulation, we must keep a register of
all processing operations for which we have been
notified for prior checking (Article 27(5)). This reg-
ister contains the information referred to in Arti-
cle 25 and the deadline for implementing the rec-
ommendations from our opinions. In the interests
of transparency, the register is available to the
public on our website (except for security meas-
ures, which are not mentioned in the public
register).
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Our final position on a processing operation is out-
lined in an opinion, which is notified to the control-
ler of that operation and the DPO of the institution
or body (Article 27(4)). In 2012, we issued 71 prior
checking opinions and 11 opinions on ‘non-prior
checks’ (see Section 2.3.5). These figures take into
account that we dealt with a significant number of
cases by issuing joint opinions: in 2012, we
issued 13 joint opinions responding to a total of
41 notifications (see a short explanation of joint
opinions in Section 2.3.2.5).

Unlike previous years, when the large EU institu-
tions (European Commission, European Parliament
and Council) had been frequent addressees of our
opinions, in 2012 we addressed the majority of our
opinions to EU agencies and bodies. EU agencies
have continued to notify their core business activi-
ties and standard administrative procedures accord-
ing to the relevant procedures (see Section 2.3.2).

Opinions routinely contain a description of the pro-
ceedings, a summary of the facts and a legal analysis
of whether the processing operation complies with
the relevant provisions of the Regulation. Where
necessary, recommendations are made so as to ena-
ble the controller to comply with the Regulation. In
the concluding remarks, the EDPS usually states that
the processing does not seem to involve a breach of
any provision of the Regulation, provided that these
recommendations are taken into account, but we
may of course exercise other powers granted to us
under Article 47 of the Regulation.

Once we have delivered our opinion, it is made
public. All our published opinions are available on
our website in three languages (as these become
available), in most cases together with a summary
of the case.

A case manual ensures that the entire team follows
the same approach and our opinions are adopted
after a complete analysis of all significant informa-
tion. The manual provides a template for opinions,
based on accumulated practical experience and is
regularly refined and updated. In addition, we use
a workflow system to make sure that all recommen-
dations in any given case are followed up and,
where applicable, all enforcement decisions are
complied with (see Section 2.3.6).

2.3.2.5. Procedure for ex-post prior
checks in EU agencies

In October 2008, we launched a procedure for ex-
post prior checks in EU agencies. Since standard
administrative procedures are the same in most
EU agencies and are typically based on Commission
decisions, notifications on a similar theme are gath-
ered and either a collective - or joint — opinion (for
various agencies) or a ‘mini’ prior check opinion
addressing only the specific needs of each individ-
ual agency is adopted. To help agencies complete
their notifications, we summarise the main points
and conclusions of previous prior checking opin-
ions on the relevant theme in the form of thematic
Guidelines (see Section 2.7).

The theme of our first set of Guidelines was recruit-
ment and led to us issuing a horizontal opinion in
May 2009, covering notifications from 12 agencies.
A second set of Guidelines was sent to the agencies
at the end of September 2009 on the processing of
health data, leading to a joint opinion regarding
the processing operations of 18 agencies on pre-
recruitment examinations, annual check-ups and
sick leave absences in February 2011. In April 2010,
we issued Guidelines concerning the processing of
personal data in administrative inquiries and dis-
ciplinary proceedings by European institutions
and bodies. In June 2011, the EDPS issued a joint
opinion covering the processing operations in
place at five agencies. Further Guidelines in the
area of anti-harassment procedures led to the
adoption of an opinion in October 2011 covering
notifications received by nine agencies.

In July 2011, we published our Guidelines on the
evaluation of statutory staff in the context of
annual appraisals, probation, promotions or
regarding certification and attestation. Taking a dif-
ferent approach, we adopted opinions covering
evaluation procedures in general per each agency
wherever possible. Since publishing these Guide-
lines, we have adopted 24 opinions (21 of which
were in 2012), based on 48 notifications received.

In December 2012, we issued Guidelines on man-
aging the processing of personal information in
leave and flexitime procedures (on thematic
guidance, see Section 2.7).



2.3.3. Main issues in prior checks

Opinions 2012 per main category

Evaluation

2.3.3.1. Processing of personal
information in connection with
regulations requiring asset freezing as
part of Common Foreign and Security
Policy (CFSP) related restrictive measures

On 22 February 2012, we issued a prior check opin-
ion on the Commission’s processing of personal
information as part of restrictive measures in the
framework of the Common Foreign and Security
Policy. These measures include the freezing of
funds, of which some measures have been adopted
at UN level and some at EU level. The opinion
detailed the establishment of a framework for deal-
ing with these measures in the long-term.

To fulfil its tasks under the various legal bases for
such measures, the Commission processes the per-
sonal information of listed persons and their lawyers.
This information is used to correspond with the listed
persons, for a review process and for the publication
of sanction lists. These lists are published both in the
Official Journal of the EU and serve as the basis for a
consolidated list, which is published on the Internet.

Our recommendations include minimising the
processing of personal information to that which
is strictly necessary for identifying listed persons,
improving the review process and providing better
information to the listed persons. In addition, we
advised that these recommendations should be

Breakdown of
the evaluation

—
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appraisal

recruitment

applied to future regulations imposing restrictive
measures.

2.3.3.2. Revised OLAF investigation
procedures

On 3 February 2012, we issued a prior check opin-
ion on the new investigative procedures at OLAF.
While the changes were mainly organisational, we
referred in general to the recommendations made
in our previous opinions on OLAF procedures and
put forward some additional specific recommenda-
tions. In particular, we advised the controller to:

- strengthen the protection and safeguards
when dealing with special categories of data in
the framework of investigations;

- evaluate the necessity and proportionality of
the current periods for conservation of per-
sonal information;

- transmit final reports of internal investigations,
especially where no follow-up is recom-
mended, only on the basis of a concrete evalu-
ation of the necessity of the transfer;

« putin place an effective mechanism for dealing
with the right to object or with data protection
claims made in the context of inspections, on-the-
spot checks or forensic examination of computers.



We also stressed the inevitable privacy risks con-
nected to the forensic examination of computers,
where forensic copies of full hard-disks of
employee data are made. We therefore requested
OLAF to prepare an assessment report concerning
the implementation of its relevant Protocol focus-
ing on aspects more strictly related to the process-
ing of personal information in view of a possible
revision of the document and current practices.

In the framework of the procedure, it emerged that
OLAF intends to set-up a new internal database,
the purpose of which is to automatically cross-
match new incoming information with information
(data fields) extracted from other case files. This
analysis would support the procedure for the selec-
tion of cases and any subsequent investigation. We
found that the new database would need to be
autonomously notified and prior-checked in light
of its specific characteristics and asked OLAF to sus-
pend the implementation and use of the database
until the prior-check had taken place.

2.3.3.3. Safe Mission Data

The purpose of collecting information in the Euro-
pean Parliament’s (EP) “Safe Mission Data” system
(SMD) is to provide support to EP delegations outside
the three main places of work where a rapid and
effective reaction is needed in emergency situations.

Our opinion of 24 May 2012 focused on one of the
reasons to establish the SMD: the processing of
health data to protect the vital interests of the indi-
viduals concerned. In principle, the processing of
health data is prohibited, but the consent of the
individual is one of the exceptions that allows such
processing.

We considered that this exception applies to the
SMD: the health data processed is provided by indi-
viduals on a voluntary basis by means of a collec-
tion form, which explicitly notes that there is no
obligation to provide any such information. In our
opinion we also highlighted the importance of
keeping the health data up-to-date and accurate.

2.3.3.4. Organisation of Council
meetings of Heads of States or
Governments, of Summits or Official
Meetings with Third Countries

On 16 March 2012, we issued an opinion on a noti-
fication for Prior Checking received from the DPO
of the Council of the European Union on the Organ-
isation of Council meetings and meals of the Meet-
ings of Heads of States or Governments, of Sum-
mits or Official Meetings with Third Countries and
of the Council of the EU and other Meetings at min-
isterial level or above.

The purpose of collecting personal information for
the various meetings is to ensure that participants
are served appropriate meals in accordance with
their medical and dietary restrictions as well as reli-
gious and philosophical beliefs. The purpose for
collecting the blood type from the heads of delega-
tions is for medical emergencies.

We considered that the processing of this informa-
tion is justified so long as the participants voluntar-
ily provide information on their medical, dietary
restrictions and blood type. Furthermore, consent



should be based on the information provided by
the Council to the individuals on why the informa-
tion is being requested. The processing of blood
type is also justified as it is necessary to protect the
vital interests of the individuals concerned.

Finally, we noted that aside from the importance of
the privacy statement that the Council should
make available to all participants, Council staff
members collecting the information should also
sign specific declarations of confidentiality.

2.3.3.5. Teleworking — Council
of the European Union

On 23 November 2012, we adopted an opinion on
a notification for Prior Checking on teleworking
received from the DPO of the Council of the Euro-
pean Union.

Although there were doubts as to whether tele-
working was subject to prior checking, the process-
ing operation in this case was considered to be
subject to prior-checking by the EDPS in view of
the evaluation and selection of staff who may be
entitled to it (Article 27.2.b). In some other cases,
health related data may be processed, which would
be another basis for justifying prior-checking by
the EDPS (Article 27.2.a).

The purpose of the processing operation in ques-
tion covered the processing of applications follow-
ing a call for expressions of interest for teleworking
(administrative support to the process of selection
of participants) and the administrative follow-up of
teleworking. An evaluation in the sense of Arti-
cle 27.2.b is, therefore, conducted by the data
controller.

Our opinion took into account the recommenda-
tions made in the pilot teleworking scheme
approved by us, namely that the Council should
provide all conclusions and modifications which
were implemented at the end of the pilot scheme
before full deployment of teleworking, that it
should consider the personal motivation of the
applicants to telework as an evaluation criterion
and should only process the information which is
necessary for the purpose of teleworking.

2.3.3.6. Annual Declarations of Interest

The European Centre for Disease Prevention and
Control (ECDC) notified the EDPS on a procedure

CHAPTER 2

established to safeguard its independence from
the influence of industry particularly when devel-
oping opinions, guidance, advice and recommen-
dations on the emerging threats of infectious dis-
eases to human health.

A system of annual declarations of interest (ADol)
and specific declarations of interest (SDol) has been
put in place for the Members of the Management
Board and Advisory Forum, as well as for all experts,
seconded national experts and staff members
(from AST 5 and above).

In our opinion of 19 July 2012, we recommended
that the ECDC carefully consider how it balances the
two fundamental rights, privacy and public access
to documents, by justifying the need to extend the
procedure on declarations of interest (Dol) to all
ECDC staff members, to clarify the policy on pub-
lishing Dols and the potentially public nature of
personal information collected through SDols.

In relation to the publication of ADols and the pos-
sible public disclosure of SDols, we also recom-
mended that the ECDC be proactive, for example,
by informing and asking for the consent of the indi-
viduals concerned prior to the possible public dis-
closure of SDols in the event of a request and mak-
ing them aware of their rights under the Data
Protection and Public Access regulations.

In its follow up letter, the ECDC justified the use of
Dols for all staff members citing their possible
involvement in evaluation committees and scien-
tific panels. With regards to the publication of Dols,
the ECDC policy has been updated and the right to
object has been included in the information aimed
at those concerned.

2.3.3.7. CEDEFOP internet monitoring
(processing of data in connection
with a Proxy system)




On 15 November 2012, we issued an opinion on
Internet monitoring at the European Centre for the
Development of Vocational Training (CEDEFOP).

We welcomed CEDEFOP’s methodology for moni-
toring internet use, which is based on the main pil-
lars of transparency and prior information, a grad-
ual approach to e-monitoring and the rights of
staff.

In particular, we were pleased that CEDEFOP has
set a general threshold for identifying excessive
internet usage and a methodology that enables
staff to see the level of their internet usage in real
time.

We pointed out some aspects of the processing
activities that needed to be modified. Among other
recommendations, we advised CEDEFOP to put in
place technical safeguards to ensure that the acci-
dental processing of special categories of informa-
tion (not related to the investigation) is kept to a
minimum and occurs only where it is really una-
voidable. In such cases, the information should not
be recorded or processed further in the subsequent
steps of the procedure. Furthermore, CEDEFOP has
to inform the users individually, for example by
sending the Internet policy document and the pri-
vacy statement by e-mail.

2.3.4. Consultations on the need
for prior checking

When in doubt, EU institutions and bodies can con-
sult the EDPS on the need for prior checking under
Article 27(3) of the Regulation. In 2012, we received
8 such consultations from DPOs.

2.3.4.1. Staff satisfaction survey at the
European Agency for Competitiveness
and Innovation

The Executive Agency for Competitiveness and
Innovation (EACI) submitted a notification relating
to its survey on staff satisfaction in the workplace
as the processing operations for the study would
include an assessment of the hierarchy and EACI by
staff which falls within general Article 27.1 of the
Regulation.

In our response of 19 October 2012, we concluded
that the processing was not subject to prior check-
ing. Furthermore, while the processing of some
staff replies to the study could, under other condi-
tions, be considered as processing of personal
information related to health, in this specific case,
several protective measures (staff not obliged to
participate in the study, use of aggregated data for




analysis, publication of genera