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SUMMARY
1. In accordance with the practice of the Federal Court in some cases of public interest, importance or complexity, the following summary has been prepared to accompany the orders made today. This summary is intended to assist in understanding the outcome of this proceeding and is not a complete statement of the conclusions reached by the Court. The only authoritative statement of the Court's reasons is that contained in the published reasons for judgment which will be available on the internet at www.fedcourt.gov.au. 

2. The judgment in this proceeding is necessarily complicated both as to fact and law. It is also lengthy, running for 636 paragraphs and almost 200 pages. I have decided to provide short oral reasons for the judgment which I am presently to hand down. These reasons are not intended to be a substitute for reading the judgment itself which will be accessible online this morning. 

3. This proceeding raises the question whether an internet service provider or ISP authorises the infringement of copyright of its users or subscribers when they download cinematograph films in a manner which infringes copyright. In Australian copyright law, a person who authorises the infringement of copyright is treated as if they themselves infringed copyright directly. 

4. This proceeding has attracted widespread interest both here in Australia and abroad, and both within the legal community and the general public. So much so that I understand this is the first Australian trial to be twittered or tweeted. I granted approval for this to occur in view of the public interest in the proceeding, and it seems rather fitting for a copyright trial involving the internet. 

5. That this trial should have attracted such attention is unsurprising, given the subject matter. As far as I am aware, this trial, involving suit against an ISP claiming copyright infringement on its part due to alleged authorisation of the copyright infringement of its users or subscribers, is the first trial of its kind in the world to proceed to hearing and judgment. 

6. The 34 applicants who have instituted this claim represent the major motion picture studios both in Australia and the United States. They have brought this proceeding against 
 iiNet 
 which is the third largest ISP in Australia. An organisation known as the Australian Federation Against Copyright Theft or AFACT has, on behalf of the applicants, been prominent in the conduct of the claim. 

7. AFACT employed a company known as DtecNet to investigate copyright infringement occurring by means of a peer to peer system known as the BitTorrent protocol by subscribers and users of 
 iiNet 
’s services. The information generated from these investigations was then sent to 
 iiNet 
 by AFACT, with a demand that 
 iiNet 
 take action to stop the infringements occurring. The measures which AFACT requested 
 iiNet 
 perform were never precisely elucidated. However, as the evidence at trial indicated, AFACT wanted 
 iiNet 
 to send a warning to the subscriber who was allegedly infringing. If a warning was not sufficient to stop the infringement, AFACT intended that 
 iiNet 
 suspend the internet service of that subscriber. If the subscriber remained unco-operative, termination of the internet service was sought as the ultimate sanction. In addition, or in the alternative, the applicants suggested that 
 iiNet 
 should block certain websites. 

8. The evidence of infringement gathered by AFACT utilised the BitTorrent protocol, a blueprint for a highly efficient and effective mechanism to distribute large quantities of data. This protocol was created in 2001. It has been used, or more accurately, the constituent parts of the protocol (such as the client, tracker and .torrent files) have been used by those accessing the internet through 
 iiNet 
’s facilities (the ‘
 iiNet 
 users’) to download the applicants’ films and television shows in a manner which infringes copyright. I shall refer to the constituent parts of the BitTorrent protocol together as the BitTorrent system. 

9. The critical issue in this proceeding was whether 
 iiNet 
, by failing to take any steps to stop infringing conduct, authorised the copyright infringement of certain 
 iiNet 
 users. 

10. The first step in making a finding of authorisation was to determine whether certain 
 iiNet 
 users infringed copyright. I have found that they have. However, in reaching that finding, I have found that the number of infringements that have occurred are significantly fewer than the number alleged by the applicants. This follows from my finding that, on the evidence and on a proper interpretation of the law, a person makes each film available online only once through the BitTorrent system and electronically transmits each film only once through that system. This excludes the possible case of a person who might repeatedly download the same file, but no evidence was presented of such unusual and unlikely circumstance. Further, I have found, on the evidence before me, that the 
 iiNet 
 users have made one copy of each film and have not made further copies onto physical media such as DVDs. 

11. The next question was whether 
 iiNet 
 authorised those infringements. While I find that 
 iiNet 
 had knowledge of infringements occurring, and did not act to stop them, such findings do not necessitate a finding of authorisation. I find that 
 iiNet 
 did not authorise the infringements of copyright of the 
 iiNet 
 users. I have reached that conclusion for three primary reasons which I now refer to. 

12. Firstly, in the law of authorisation, there is a distinction to be drawn between the provision of the ‘means’ of infringement compared to the provision of a precondition to infringement occurring. The decisions in Moorhouse, Jain, Metro, Cooper and Kazaa are each examples of cases in which the authorisers provided the ‘means’ of infringement. But, unlike those decisions, I find that the mere provision of access to the internet is not the ‘means’ of infringement. There does not appear to be any way to infringe the applicants’ copyright from the mere use of the internet. Rather, the ‘means’ by which the applicants’ copyright is infringed is an 
 iiNet 
 user’s use of the constituent parts of the BitTorrent system. 
 iiNet 
 has no control over the BitTorrent system and is not responsible for the operation of the BitTorrent system. 

13. Secondly, I find that a scheme for notification, suspension and termination of customer accounts is not, in this instance, a relevant power to prevent copyright infringement pursuant to s 101(1A)(a) of the Copyright Act, nor in the circumstances of this case is it a reasonable step pursuant to s 101(1A)(c) of the Copyright Act. The reason for this finding is complicated and lengthy, and is not suitable for reduction to a short summary for present purposes so I shall refrain from attempting to do so. 

14. Thirdly, I find that 
 iiNet 
 simply cannot be seen as sanctioning, approving or countenancing copyright infringement. The requisite element of favouring infringement on the evidence simply does not exist. The evidence establishes that 
 iiNet 
 has done no more than to provide an internet service to its users. This can be clearly contrasted with the respondents in the Cooper and Kazaa proceedings, in which the respondents intended copyright infringements to occur, and in circumstances where the website and software respectively were deliberately structured to achieve this result. 

15. Consequently, I find that the applicants’ Amended Application before me must fail. However, for the sake of completeness, I have considered all the issues argued before me. 

16. I find that the Telecommunications Act would not have operated to prohibit 
 iiNet 
 from acting on the AFACT Notices of infringement. However, as I have already found that 
 iiNet 
 did not authorise copyright infringement, such issue is irrelevant. 

17. I find that s 112E of the Copyright Act would not have operated to prevent a finding of authorisation of copyright infringement against 
 iiNet 
. However, as I found on conventional principles of authorisation that the respondent did not authorise copyright infringement, such issue is irrelevant. 

18. Finally, I find that 
 iiNet 
 did have a repeat infringer policy which was reasonably implemented and that 
 iiNet 
 would therefore have been entitled to take advantage of the safe harbour provisions in Division 2AA of Part V of the Copyright Act if it needed to do so. I have drawn assistance from United States authority dealing with similar statutory instruments in making the finding. While 
 iiNet 
 did not have a policy of the kind that the applicants believed was required, it does not follow that 
 iiNet 
 did not have a policy which complied with the safe harbour provisions. However, as I have not found that 
 iiNet 
 authorised copyright infringement, there is no need for 
 iiNet 
 to take advantage of the protection provided by such provisions. 

19. The result of this proceeding will disappoint the applicants. The evidence establishes that copyright infringement of the applicants’ films is occurring on a large scale, and I infer that such infringements are occurring worldwide. However, such fact does not necessitate or compel, and can never necessitate or compel, a finding of authorisation, merely because it is felt that ‘something must be done’ to stop the infringements. An ISP such as 
 iiNet 
 provides a legitimate communication facility which is neither intended nor designed to infringe copyright. It is only by means of the application of the BitTorrent system that copyright infringements are enabled, although it must be recognised that the BitTorrent system can be used for legitimate purposes as well. 
 iiNet 
 is not responsible if an 
 iiNet 
 user chooses to make use of that system to bring about copyright infringement. 

20. The law recognises no positive obligation on any person to protect the copyright of another. The law only recognises a prohibition on the doing of copyright acts without the licence of the copyright owner or exclusive licensee, or the authorisation of those acts. In the circumstances outlined above and discussed in greater detail in my judgment, it is impossible to conclude that 
 iiNet 
 has authorised copyright infringement. 

21. In summary, in this proceeding, the key question is: Did 
 iiNet 
 authorise copyright infringement? The Court answers such question in the negative for three reasons: first because the copyright infringements occurred directly as a result of the use of the BitTorrent system, not the use of the internet, and the respondent did not create and does not control the BitTorrent system; second because the respondent did not have a relevant power to prevent those infringements occurring; and third because the respondent did not sanction, approve or countenance copyright infringement. 

22. I will now make my formal orders. For the reasons provided in the written judgment I make the following orders. 

1. The Amended Application be dismissed. 

2. Subject to Order 3 and 4, the Applicants pay the costs of the Respondent, including costs thrown away as a result of the Applicants’ abandoning the primary infringement claim against the Respondent. 

3. Any party or person applying for an order for costs different to that provided by Order 2 is to notify the Court within 14 days in which event Order 2 will be vacated and in lieu costs will be reserved. 

4. If any application for costs is made as provided in Order 3 the parties and/or persons are to consult and prepare consent directions for the filing of submissions and, if required, for a hearing on costs.

23. I publish my reasons.

Cowdroy J
Sydney
4 February 2010
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THE COURT ORDERS THAT:
1. The Amended Application be dismissed. 

2. Subject to Order 3 and 4, the Applicants pay the costs of the Respondent, including costs thrown away as a result of the Applicants’ abandoning the primary infringement claim against the Respondent. 

3. Any party or person applying for an order for costs different to that provided by Order 2 is to notify the Court within 14 days in which event Order 2 will be vacated and in lieu costs will be reserved. 

4. If any application for costs is made as provided in Order 3 the parties and/or persons are to consult and prepare consent directions for the filing of submissions and, if required, for a hearing on costs.

Note: Settlement and entry of orders is dealt with in Order 36 of the Federal Court Rules. 
The text of entered orders can be located using eSearch on the Court’s website.
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	SCHEDULE I – THE APPLICANTS
	

	SCHEDULE II – THE IDENTIFIED FILMS
	


The parties

1. In these proceedings there are 34 applicants which comprise most of the major film studios and their exclusive licensees in Australia. In these proceedings the applicants acted together as effectively one party. 

2. Attached to this judgment as Schedule I is a list of the applicants. Each of the applicants are the owners and exclusive licensees of copyright in a large number of cinematograph films in the form of films and television programs (the Court will refer to both these television programs and films as ‘films’). A sample of 86 such films for which copyright ownership and subsistence has been proved and upon which the Court has heard evidence are identified in Schedule II of this judgment and these 86 films will be referred to as the ‘identified films’. When referring to the broader catalogue of films of the applicants, the term ‘catalogue films’ will be used. For further discussion of this issue, see [252] below. 

3. The respondent, 
 iiNet 
, is an ISP. Mr Malone, the CEO of the respondent and a witness in these proceedings, commenced the respondent’s business operations in his parent’s garage in Perth in October 1993. The business was incorporated in March 1995. In September 1999 the respondent became a public company and listed on the Australian Stock Exchange. At the time of its public listing, the respondent had approximately 19,000 subscribers. This has now risen to approximately 490,000 subscribers. Following Telstra and Optus, the respondent is the third largest ISP in Australia.

The proceedings

1. The proceedings commenced on 20 November 2008 by way of Application and Statement of Claim. Subsequently, following amendments to both documents, the litigation was conducted upon the basis of an Amended Application and a Further Amended Statement of Claim (‘FASOC’) filed in the Federal Court Registry on 11 May 2009 pursuant to leave granted by the Court. The Court will now turn to these pleadings.

The Amended Application

1. The Amended Application seeks declarations that the respondent has infringed the copyright of films contained in each of the applicants’ respective film catalogues by authorising the making in Australia of copies of, and by authorising the communication in Australia to the public of, the whole or a substantial part of those films without the licence of the applicants. Further, a declaration is sought that the respondent carried out such infringing acts flagrantly and that such infringements, together with other likely infringements, were conducted on a commercial scale for the purpose of s 115(5)(d) of the Copyright Act 1968 (‘the Copyright Act’). 

2. By way of further relief, the applicants seek injunctions permanently restraining the respondent from infringing the copyright in any of the films contained in the catalogue of the applicants, and an order requiring the respondent to take all reasonable steps to disable access to any online location outside Australia that has been used to infringe the applicants’ copyright. An order is also sought requiring the respondent to terminate specified accounts of the respondent’s subscribers who have engaged in or who have continued to engage in acts of copyright infringement involving the applicants’ films. 

3. Lastly, an order is sought for damages or, alternatively (at the election of the applicants), an account of profits pursuant to s 115(2) of the Copyright Act; additional damages pursuant to s 115(4) of the Copyright Act (applicable to conduct which is found to be flagrant); relief under s 115(6) of the Copyright Act which entitles the Court to have regard to the likelihood of other infringements (as well as the proven infringement) in determining what relief should be granted; and costs and interest.

The FASOC

1. The Court will now summarise the FASOC and, for convenience, the paragraphs referred to hereunder are those set out in such pleading. 

2. Paragraphs 1-13 recite the relevant details of incorporation of each of the applicants and paragraph 14 refers to the incorporation of the respondent. Paragraphs 15-56 inclusive refer to the applicants’ claim that they are the owners or exclusive licensees of the films contained in their respective catalogues, that such films are cinematograph films and that copyright subsists in such films. Paragraphs 57 and 58 refer to the provision of internet services by the respondent to its subscribers. 

3. The acts of ‘primary’ infringement (see [256] below) of copyright are alleged in paragraphs 59-62. In such paragraphs the applicants claim that from a date unknown to them, but at least since July 2008, the respondent’s subscribers and other persons accessing the internet by means of the respondent’s internet service (henceforth referred to together as the ‘
 iiNet 
 users’) have, in Australia, whilst accessing the internet by means of the respondent’s internet services, ‘made available online’ to other persons; ‘electronically transmitted’ to other persons; and made copies of, the whole or a substantial part of the identified films and the catalogue films without their licence. Further, or alternatively, it is alleged that such 
 iiNet 
 users have copied such films and thereafter made further copies without licence on DVD or other physical storage media for the purpose of watching, storing or distributing those films. 

4. Paragraphs 63-67 allege that the respondent authorised the infringement of the 
 iiNet 
 users. It is alleged that the respondent knew or had reason to suspect that the 
 iiNet 
 users were engaged in, and were likely to continue to engage in, such conduct; took no action in response to notifications sent on behalf of the applicants which claimed that 
 iiNet 
 users were engaging in the conduct referred to above; offered encouragement to 
 iiNet 
 users to engage in or to continue to engage in the conduct; failed to enforce the terms and conditions of its Customer Relationship Agreement (‘CRA’) by which its internet services were provided; continued to provide services to those subscribers who were engaging in the conduct complained of; and through the respondent’s inactivity and indifference, permitted a situation to develop and continue whereby 
 iiNet 
 users engaged in such conduct. 

5. Paragraph 64 pleads in the alternative that the respondent had the power to prevent the infringements and continuing infringements from occurring; had a direct and commercial relationship with its subscribers which enabled it to take action against those subscribers who engaged in the infringing conduct; and yet took no steps or adequate steps to prevent or avoid infringement. 

6. Paragraph 67A alleges that the respondent further, or in the alternative, has, in the course of providing its internet services, provided facilities for the intermediate and transient storage or, alternatively, caching of copyright material, namely the applicants’ films. Paragraph 67B claims that by reason thereof the respondent has made copies of the whole or a substantial part of the identified films and the catalogue films. Paragraph 67D alleges that the copies were made without the licence of the applicants and therefore the respondent has infringed the copyright in the identified films and the catalogue films. Such claim, being one of primary copyright infringement against the respondent, was abandoned by the applicants shortly before the hearing commenced on 6 October 2009. The applicants informed the Court of this fact in an email exchange on 30 September 2009. 

7. Loss, damage and profits are claimed in paragraphs 68-74. The applicants claim that they have suffered or are likely to suffer loss and damage on a commercial scale and that by reason of the infringements the respondent has accrued or is likely to accrue profits to itself and its business. 

8. Injunctive relief is sought in paragraphs 76-77 to restrain the respondent from engaging in the infringing activities.

The Amended Defence of the respondent

1. Similarly to the applicants, the respondent was granted leave to file an Amended Defence on 8 May 2009. Such document was filed in the Federal Court Registry on 15 May 2009. 

2. The respondent largely admits all matters regarding copyright subsisting in, and the applicants owning the copyright in, the identified films. 

3. The respondent acknowledges that it provided at all relevant times, and continues to provide, telecommunications services to persons in Australia which are listed carriage services within the meaning of ss 7 and 16 of Telecommunications Act 1997 (Cth) (the ‘Telco Act’); says that such services were provided under terms and conditions of supply published by the respondent from time to time in its CRA; and that the provision of those services is subject to the statutory requirements of the Telco Act, the Telecommunications (Interception and Access) Act 1979 (Cth) (the ‘TIA Act’), the Telecommunications (Consumer Protection and Service Standards) Act 1999 (Cth) and the Broadcasting Services Act 1992 (Cth). 

4. The respondent pleads that at all material times the services used by its subscribers and other persons in obtaining access to, and exchanging of data on, the internet were facilities for making or facilitating the making of communications within the meaning of s 112E of the Copyright Act. Further, the respondent pleads that at all material times such facilities or services were provided for transmitting, routing or providing connections for copyright material or for the intermediate and transient storage of copyright material in the course of transmission, routing or provision of connections within the meaning of s 116AC of the Copyright Act. 

5. The respondent states that it provided its subscribers with access to the internet and that to enable access to the internet the respondent allocated IP addresses for use by those subscribers; that as part of such services it charged its subscribers fees applicable to the relevant plan to which the subscriber subscribed; and that it derived no commercial advantage from its subscribers over and above the payment for such services. 

6. The respondent initially did not admit the allegations made in paragraphs 59 and 60 of the FASOC regarding the infringing conduct of the 
 iiNet 
 users. However, by the ‘Respondent’s Statement of Nature of Case’ filed by the respondent on 9 April 2009, the respondent made clear that it conceded that, for the purposes of this hearing, the evidence filed by the applicants by that date showed that 
 iiNet 
 users infringed copyright by ‘making the identified films available online’ and making copies of those films. The respondent maintained its non-admission in regards to further copying described in paragraph 60 of the FASOC and denied that the evidence proved that the 
 iiNet 
 users ‘electronically transmitted’ the identified films. 

7. The respondent’s defence also alleges that if the infringing acts were committed, to the extent that those acts involved the activities of employees, agents, or other representatives of AFACT and/or of any of the applicants, such acts were done with the licence of the relevant applicants or alternatively were done in circumstances which, by virtue of the application of s 104 of the Copyright Act, did not constitute infringement of copyright. 

8. As to the alleged authorisation by the respondent of the acts of the 
 iiNet 
 users referred to in paragraphs 63 and 64 of the FASOC, if such alleged infringing acts occurred, the respondent replies:

In answer to paragraphs 63 and 64 of the Further Amended Statement of Claim, 
 iiNet 
:

(a) ...
(b) says that it knew at all material times that a proportion of the internet traffic exchanged via its facilities comprised data exchanged via the BitTorrent protocol;
(c) says that is knew at all material times that copyright owners have alleged that a proportion of BitTorrent internet traffic exchanged over the internet generally included content which was likely to infringe copyright;
(d) says that the BitTorrent protocol has, and is known by the applicants to have, many non-infringing uses and facilities;

1. The respondent pleads the following in further answer to paragraphs 63 and 64: 

· (i) It [the respondent] did not create the BitTorrent protocol or any BitTorrent software; 

· (ii) was, and is, not the operator of the BitTorrent protocol or any BitTorrent software; 

· (iii) has not, and does not, promote the BitTorrent protocol or any BitTorrent software other than for purposes that do not involve the infringement of the applicants’ or any other party’s copyright; 

· (iv) has not entered into any agreements with BitTorrent Inc. or any other BitTorrent related company; 

· (v) does not have a direct or commercial relationship with BitTorrent Inc. or any other BitTorrent related companies; 

· (vi) has not, and does not, encourage users to share files which infringe the applicants’ or any other party’s copyright; 

· (vii) did not, and does not, support the BitTorrent protocol or any BitTorrent software except for use in a non-infringing manner;

2. The respondent says it knew from 2 July 2008 of the allegations of copyright infringement being made on behalf of the applicants and that it took action in relation to the allegations. 

3. However, the respondent pleads that the allegations were ‘mere allegations of copyright infringement’ and that such allegations provided insufficient information to demonstrate the veracity of the allegations made and to allow the respondent to verify the allegations. 

4. The respondent further pleads that it is a general purpose ISP and not a facility for ‘making available’, ‘electronically transmitting’ or copying cinematograph films. Further, the respondent pleads that it is required to comply with the legislation regulating communications passing over telecommunications networks and use of information relating to such communications as stipulated in Part 13 of the Telco Act and Chapter 2 of the TIA Act. 

5. The respondent says it continued to provide its services to its subscribers subsequent to the allegations of copyright infringement being made against it and relies upon its contractual obligations with its subscribers. The respondent pleads that it did not sanction, approve or countenance the conduct of any 
 iiNet 
 user which would result in the infringement of copyright as alleged. 

6. Further, the respondent pleads that it did not have any relevant power within the meaning of s 101(1A)(a) of the Copyright Act or otherwise to prevent alleged infringing acts by 
 iiNet 
 users. It states that it had no ‘relationship’ within the meaning of s 101(1A)(b) of the Copyright Act with the users of its services who are not subscribers; pleads if it did have a relationship, such relationship was neither direct nor commercial; and pleads it does not know the identity of those users. 

7. Further, the respondent pleads that it took reasonable steps to prevent or avoid the alleged infringing acts. Otherwise, the allegations against the respondent are denied. 

8. The respondent also raises specific defences under the Copyright Act. The respondent relies upon s 112E of the Copyright Act which provides:

Communication by use of certain facilities 
A person (including a carrier or carriage service provider) who provides facilities for making, or facilitating the making of, a communication is not taken to have authorised any infringement of copyright in an audio-visual item merely because another person uses the facilities so provided to do something the right to do which is included in the copyright. 

1. Further, or in the alternative, the respondent pleads that if copyright infringement against it is proved, the conduct relied upon by the applicants was category A activity within the meaning of s 116AC of the Copyright Act. Section 116AC is contained in Division 2AA of Part V of the Copyright Act (‘safe harbour provisions’) which limits the remedies available against carriage service providers for infringement of copyright if certain conditions are fulfilled by the carriage service provider. 

2. The respondent pleads that it has complied with those conditions in that it has not initiated any transmission of the films nor made any substantive modifications to any films other than as part of a technical process. 

3. Further, the respondent submits that it has adopted and reasonably implemented a policy that provides for termination in appropriate circumstances of repeat infringers (as required by condition 1 of item 1 of s 116AH(1) of the Copyright Act) and states that no relevant industry code exists (as referred to in condition 2 of item 1 of s 116AH(1) of the Copyright Act) to which the respondent can adhere. 

4. In these circumstances, the respondent submits that even if the applicants were entitled to any relief (which is denied), such relief is limited to an order requiring the respondent to take reasonable steps to disable access to an online location outside Australia or requiring the respondent to terminate specified subscribers’ accounts.

The applicants’ Reply

1. The Reply filed in answer to the respondent’s Defence (not the Amended Defence) acknowledges the respondent’s pleading which alleges that the respondent is a carriage service provider within the definition of that word in the Telco Act and that the respondent is engaged in the provision of telecommunications services, including internet services, to members of the public in Australia. 

2. The applicants admit that the BitTorrent protocol exists and is capable of use in the manner described in the applicants’ particulars. The applicants also admit that there is no relevant industry code in force for the purpose of condition 2 of item 1 in the table in s 116AH(1) of the Copyright Act. 

3. The applicants claim that if (which is denied) s 116AH(1) of the Copyright Act applies, the Court should make orders requiring the respondent to take all reasonable steps to disable access by 
 iiNet 
 users to online locations used to infringe copyright, and to require the respondent to terminate accounts of subscribers who have engaged in infringement or whose accounts have been used for infringement. 

4. Otherwise the applicants join issue with the Defence. It should be noted that the filing of the Amended Defence did not require the filing of an Amended Reply.

Structure of judgment

1. The Court is mindful of the substantial length of this judgment. However, given the length of the trial (some 20 days), the length and detail of the closing submissions (over 800 pages, excluding hundreds of pages of tables, graphs and spreadsheets), and the obvious importance of these proceedings to the law of copyright both in this country and possibly overseas, the Court believes that all submissions made and arguments raised ought to be decided to give certainty and finality to the litigation (pending any appeal). 

2. To assist the consumption and comprehension of this lengthy judgment, it has been divided into a number of parts, each addressing specific issues. To some extent there may be repetition, but this is unavoidable if the various parts of the judgment are to be readily comprehended. Part A [1]-[42] is the current part, the introduction. Part B [43]-[78] provides a succinct explanation of the operation of the internet and of the BitTorrent protocol. A comprehension of both is necessary to understand the subsequent findings. Part C [79]-[252] discusses important evidentiary issues in the proceedings. In Part D [253]-[356] the Court discusses and makes findings on the issue of whether the applicants have been successful in proving that 
 iiNet 
 users infringed their copyright. Part E1 [357]-[507] concerns the pivotal issue of these proceedings, namely whether the respondent can be said to have authorised any infringement by the 
 iiNet 
 users. Part E2 [508]-[555] concerns the specific issue of whether the Telco Act prohibited the respondent from acting on the AFACT Notices. Part E3 [556]-[579] concerns the issue of whether s 112E of the Copyright Act assists the respondent in these proceedings. Part F [580]-[634] concerns the issue whether the respondent can take advantage of the safe harbour provisions in Division 2AA of Part V of the Copyright Act. Finally, in Part G [635]-[636], the Court makes its conclusions. Following the conclusion, there are two schedules attached to the judgment. The first (‘I’) lists the second to thirty-fourth applicants in these proceedings and the second (‘II’) lists the identified films and their owners and/or exclusive licensees.

PART B: TECHNICAL BACKGROUND
1. This judgment proceeds into a significant amount of technical detail. In order to better understand the reasons given, a brief technical interlude into the operation of both the internet and the BitTorrent protocol is necessary. The Court will turn first to the internet and then to the BitTorrent protocol. The information in this technical interlude is derived from both the evidence given at trial and certain notorious facts of which the Court takes judicial notice.

The internet

IP addresses and packets

1. The internet is, in summary, a network of networks of computers. In order for those computers to be able to communicate with each other, they have to be speaking the same language. Protocols facilitate this process. Protocols could be described as languages or, alternatively, sets of rules for computers. If two computers obey these rules, they will be able to understand each other and communicate. The two primary protocols by which communication is effected between computers on the internet are the Internet Protocol (‘IP’), and the Transmission Control Protocol (‘TCP’). TCP is not relevant for these proceedings and will not be discussed further. 

2. Data that is sent by means of the IP is ‘packetised’, that is, the data to be communicated is broken up into small packets and then sent by means of the IP. Each packet contains a header (akin to an envelope) containing information identifying the address or location from which the packet is sent and to which the packet is to be sent and other information not presently relevant. The packet itself contains the data which is akin to the letter within an envelope. The IP protocol effects communication between computers by means allocating addresses to the sending and receiving computers and then sending the packets of data from one address to another, in many ways analogous to the mail. 

3. Such IP addresses are sold in blocks to ISPs, who then individually allocate them to their subscribers to enable the subscribers to connect to the internet. The body which allocates IP addresses to Australian ISPs is the Asia-Pacific Network Information Centre or APNIC. The identity of the ISP to which certain IP addresses have been allocated is public information. 

4. The addresses used by the IP are known as IP addresses. They are a number rendered in binary code but, for the benefit of readability by persons, they are converted into a number of 4 groups of 3 digits separated by a full stop, for example, 192.168.111.123. The IP addresses in evidence in these proceedings are in this form. 

5. In most situations, packets of data are not sent directly from one location to another, largely because each computer on the internet is not connected directly to every other computer on the internet. Rather, each computer is linked to other computers which are then in turn connected to other computers and so on. That is why the internet is not a network of computers; it is a network of networks of computers. Further, not all packets dispatched from one computer travel to the same destination by means of the same path.

NAT

1. A further important concept is Network Address Translation (‘NAT’). This allows a router (which is essentially a device which can ‘route’ data between a network of computers) to take one internet connection and split it between a number of computers. Such routers also allow a number of computers to communicate with each other, creating a network. In this scenario, one internet connection comes through a modem into a router. That router then distributes the data to the computers which are connected to it via ethernet (network) cables, or, alternatively, wirelessly by means of Wi-Fi. This internal network prevails in many households and most businesses. 

2. Each computer connected to the router is assigned an IP address by the router in the same format as that used in the internet. However such IP addresses are private, that is, they are known only to the computers on that network. The IP address of a particular computer is not broadcast to the internet. This allows the number of computers connected to the internet to be dramatically increased, because each computer does not need its own public IP address allocated by an ISP. Rather, the computer is connected to the internet through a router, with the router being assigned the public IP address by the ISP. This public IP address is the only address that is seen by other computers on the internet. 

3. Therefore, one can know the location of a connection to the internet by means of a public IP address, but a public IP address does not necessarily relate to a specific person or specific computer. There may only be one computer connected to the internet through a public IP address. Equally, there may be hundreds. One cannot know which is the case from outside that particular network. For the balance of this judgment, unless otherwise indicated, the term IP address will refer to a public IP address.

Physical facilities

1. As mentioned, IP addresses are allocated to subscribers by ISPs. ISPs also connect subscribers to the internet by means of physical infrastructure. Such infrastructure may be owned by multiple ISPs. For a subscriber of the respondent with an ADSL2+ (a type of internet connection) plan, that subscriber’s connection to the internet outside Australia, generally speaking, occurs by the means discussed below. 

2. The household computer sends data to the router, which then forwards the data to the ADSL2+ modem. This ADSL2+ modem then transmits data down the copper phone lines to an exchange. The copper phone lines and exchange are owned by Telstra. Exchanges are local hubs of copper telephone wire connections. At the exchange, the copper wire terminates into a Digital Subscriber Line Access Multiplexer (‘DSLAM’), which is owned and provided by the respondent. The DSLAMs allow many copper connections to be aggregated together. The data is then sent from this exchange via the DSLAM to an 
 iiNet 
 data centre, which is a larger facility where connections from multiple exchanges are aggregated. Where the sending computer is based outside Sydney, for example, in Western Australia, the data would need another leap from the city data centre in question (for example, Perth) to Sydney, Sydney being the location of the connection to the rest of the world. This connection occurs from the Sydney data centre to the rest of the world by means of undersea optical fibre cables.

Dynamic IP addresses

1. For most of the respondent’s subscribers, the IP address provided to them to access the internet is not fixed; rather, it is dynamically assigned. This means the IP address by which a computer is connected to the internet changes over time. The respondent provides a fixed (‘static’) IP address for all subscribers on business plans. 

2. As already discussed, protocols are the means by which computers communicate. While TCP and IP have been mentioned, there are many others, for example, smtp (email), ftp (file transfer), http (world wide web), VOIP (voice) and BitTorrent. As already mentioned, the latter protocol is central to the current proceedings.

The BitTorrent protocol

1. The BitTorrent protocol is essentially a scheme for a highly efficient and decentralised means of distributing data across the internet. The term ‘decentralised’ is used in this context in contradistinction to the traditional model of data distribution which is the client/server model. In that model one computer which has the data (the ‘server’) sends that data to another computer which requests it (the ‘client’), often by means of the http or ftp mentioned above. The BitTorrent protocol operates on a different basis. It operates on a ‘peer to peer’ (‘p2p’) basis whereby all the computers seeking data participate in the distribution of it. 

2. The BitTorrent protocol is a set of rules, or, in layman’s terms, a blueprint. It specifies what needs to be done to implement a system of data distribution. It has a number of constituent parts which will be explained in more detail below.

BitTorrent client

1. The first part of the BitTorrent protocol is the BitTorrent client. The BitTorrent client is a computer program or software which allows a person to access groups of computers sharing a particular .torrent (explained below) file. These groups of computers are known as ‘swarms’. Each computer in a swarm is known as a ‘peer’. 

2. The BitTorrent client can have no operation by itself, as it needs to be provided with information in order to fulfil its role. This information comes from a .torrent file. 

3. There are a number of BitTorrent clients provided free of charge from a variety of different organisations. The client referred to primarily in these proceedings was uTorrent (pronounced ‘you-torrent’) which is the most popular BitTorrent client. Other BitTorrent clients include Vuze, and, rather confusingly, the BitTorrent Client, which is the BitTorrent client of BitTorrent Inc, such company being founded by Bram Cohen who created the BitTorrent protocol in 2001. Each BitTorrent client operates in the same basic way, as it must comply with the requirements of the BitTorrent protocol in order to be able to function as a part of it. However, as well as these basic functions, different clients may have different graphical user interfaces, a search function for .torrent files, more advanced features and so on.

.torrent file

1. The second part of the BitTorrent protocol is the .torrent file. The term ‘.torrent’ refers to a file extension. File extensions, such as .doc, .avi, .mp3, .pdf, .exe and so on do nothing more than associate a particular file with a particular purpose. For example, a .doc file is a document, .avi is a film file (the files in question in these proceedings were frequently .avi files), and .mp3 is a music file (the subject of the proceedings in Universal Music Australia Pty Ltd and Others v Cooper and Others [2005] FCA 972; (2005) 150 FCR 1 (‘Cooper [2005] FCA 972; 150 FCR 1’) and Universal Music Australia Pty Ltd and Others v Sharman License Holdings Ltd and Others [2005] FCA 1242; (2005) 65 IPR 289 (‘Kazaa’)). This .torrent file contains the information necessary for the BitTorrent client to contact and participate in a swarm. It is important to emphasise that the .torrent file does not contain the underlying data of a film or television program. Rather, the .torrent file contains the name of the file sought, the size of the file, the hash value of the file, the hash value of the pieces of the file, and the location of the tracker. Before moving on to explain the tracker, the third part of the BitTorrent protocol, an aside into hashes is necessary.

Hashes

1. The BitTorrent protocol operates by breaking up large files, such as film files (which are usually many hundreds of megabytes or a few gigabytes) into smaller parts (‘pieces’). This is similar in principle to the means by which data is transferred across the internet, as discussed at [45] above. 

2. As an aside, a ‘byte’ is a term that refers to a certain amount of data, namely 8 ‘bits’. A bit is either a zero or a one, given that computers compute by means of binary code. A ‘kilobyte’ is 1024 bytes, a ‘megabyte’ is 1024 kilobytes and a ‘gigabyte’ is 1024 megabytes. 

3. The size of the pieces to which BitTorrent breaks a file into varies, but the evidence suggests that film files are often divided into pieces which are 512 kilobytes. These pieces will usually be larger than packets, which, as mentioned, are the mechanism by which data is transferred across the internet. 

4. Such pieces are shared between the individual peers in a swarm. Over time, pieces are requested and received by the BitTorrent client from various other peers and are ultimately assembled together like a large jigsaw into the film file. In order to ensure that each piece is received correctly, and that the data is not corrupted, the BitTorrent client consults hash values for each piece (‘piece hashes’). A hash value is a means of converting a large amount of data into a smaller value and it is a mathematical function of its input, that is, an identical input equals an identical hash. This means a hash can fulfil the function of an identifier of data. The input in this circumstance comes from the data of the file being shared as a whole or a piece of that file. As mentioned, the .torrent file contains the details of the piece hashes of all the individual pieces of the file in question. When the BitTorrent client receives a piece of the file from another peer in the swarm, it checks that the piece hash of the piece is identical to the piece hash for that piece in the .torrent file. If it is, the BitTorrent client knows that the piece is the correct piece and was correctly received. If it is not, it is discarded and the requested piece is sought again. 

5. The ‘file hash’ is different from the piece hash. While the piece hash is a mathematical function of the data of a particular piece, the file hash is the mathematical function of the data of the underlying file as a whole being shared in a swarm. The term ‘file’ is being used in a general sense in this context. A particular swarm may be sharing one file (in the case of an .avi film) or a number of files (for example, the individual songs on a CD in .mp3 format). The file hash applies to what is being shared as a whole, and serves as a mechanism of identifying what file is in each swarm. For example, the film The Dark Knight might be available in many different digital versions (and therefore in many different swarms). One version may be high quality (for example Blu-Ray quality), one lower quality (for example, DVD quality). Each version, and therefore each swarm, will have its own file hash, even though the underlying content, for example, The Dark Knight, is the same. This results from the fact that while the film is the same in each example, the underlying data is different, and therefore the file hash (which is a function of the data) is different. 

6. The file hash is used by the applicants to show that a particular swarm is sharing one of their films, because they can watch a copy of the film with that file hash, identify it as their own, and then know that any copy with that file hash would be the same, because if the underlying file were different it would have a different file hash.

Location of .torrent files

1. The .torrent files are made available for download from a litany of sources. Some examples discussed in these proceedings include The Pirate Bay (http://thepiratebay.org) and MiniNova (http://www.mininova.org). Such sites have a search function which enables a person to search for the file that they want, whether it be a film such as The Dark Knight, or a television program such as Lost. There are also private sites like Demonoid (http://www.demonoid.com) which provide a similar service, but only do so for registered members. There are also a number of specialist sites that provide .torrent files for specific interests. Not all .torrent files relate to copyright infringing material.

The tracker

1. The third part of the BitTorrent protocol is the tracker. The tracker is a computer program on a server made available for contact by BitTorrent clients by means of a Universal Resource Locator (‘URL’) (in layman’s terms, a web address). As mentioned, such URL is found in the .torrent file. This tracker monitors the particular swarm to which it is attached and monitors the IP addresses of peers in the swarm. The BitTorrent client, when provided with the location of the tracker by the .torrent file, contacts the tracker to request the IP addresses of peers in the swarm. The tracker then provides that information to the BitTorrent client. This allows the BitTorrent client to contact those peers directly (by their IP address) and request pieces of the file from them, and share pieces of the file with them.

Summary

1. To use the rather colourful imagery that internet piracy conjures up in a highly imperfect analogy, the file being shared in the swarm is the treasure, the BitTorrent client is the ship, the .torrent file is the treasure map, The Pirate Bay provides treasure maps free of charge and the tracker is the wise old man that needs to be consulted to understand the treasure map. 

2. Whilst such an analogy grossly oversimplifies the situation it will suffice for present purposes. It demonstrates that all of the constituent parts of the BitTorrent protocol must work together before a person can access the file sought. In this judgment the Court will refer to all the constituent parts together as the ‘BitTorrent system’. 

3. Such analogy also demonstrates that a number of deliberate steps are required to be taken by a person to bring about the means to infringe the applicants’ copyright. The person must download a BitTorrent client like Vuze, seek out .torrent files related to copyright material from websites, and download those .torrent files and open them in their BitTorrent client. Thereafter, the person must maintain connection to the internet for as long as is necessary to download all the pieces. The length of this downloading process will depend on the size of the file, the number of peers in the swarm and the speed of those peers’ internet connections. 

4. The BitTorrent protocol is able to efficiently distribute data because each peer is connected to many other peers, the file is split into many small pieces, and peers download pieces from other peers as well as uploading pieces. The BitTorrent logic operates so as to ensure that the rarest piece in a swarm is the first to be sought after, to average out the availability of pieces and minimise blockage or bottleneck which would occur if there were certain pieces of the file that many peers requested. By this mechanism the traditional problem with the client/server model is obviated. Under the client/server model, if there are many clients, the server has to provide the data to all of them which means that, given a fixed amount of capacity to provide data, that capacity has be shared amongst all the clients seeking that file. In layman’s terms, this means the more persons that seek a file, the slower each person receives it. However, in the BitTorrent model, generally speaking, the more people wanting a file and therefore the bigger the swarm, the faster each individual peer receives the file. It is a highly sophisticated and efficient means of distributing data.

How are pieces shared?

1. For the purposes of these proceedings, a deeper understanding of the communication between the peers is required and such understanding will proceed by means of example. 

2. In this example, the person has sought a .torrent file related to the film The Dark Knight: TheDarkKnight.avi. Such .torrent file was found on The Pirate Bay, and has been downloaded. The .torrent file has been opened in the BitTorrent client uTorrent. Upon opening the file, uTorrent will contact the tracker, seeking details about the swarm sharing that file, particularly the IP addresses of peers in that swarm. This initial contact is called ‘scraping’. Once uTorrent has the IP addresses it can contact those peers directly. It does so in a process called handshaking. Once this process is completed the peers can communicate directly. 

3. The person in this scenario will not, initially, have any pieces of the TheDarkKnight.avi, but uTorrent will know because of the .torrent file all of the pieces it needs to obtain, and the piece hashes of those pieces. uTorrent will query the peers to which it is connected, in order to ascertain which pieces of the TheDarkKnight.avi those peers have. Some peers will have the whole of the TheDarkKnight.avi, and therefore all pieces will be available. These peers are known as ‘seeders’. Other peers may have less than the whole file because they are still in the process of downloading it, but they will still be able to share the pieces that they have. 

4. Once the tracker is interrogated, uTorrent can determine which pieces are the rarest, and will therefore request those. As stated above, pieces are not downloaded in sequence; they are downloaded out of sequence, rarest first, and assembled together later. uTorrent will request a particular piece from another peer who is known to have it. This peer then decides whether or not to share it. Generally speaking, the only reason why a peer would refuse to share a piece would be that it had too many other peers connected to it. The assumption is in favour of sharing. If the peer decides to share the piece it will transmit the piece to the requesting peer’s computer. uTorrent will check the piece by means of the piece hash and, if such check is positive, accept the piece. Once this piece is received, uTorrent can then transmit that piece to other peers that request it. This process obviously occurs rapidly, with multiple peers and multiple pieces, and it is entirely automatic. From the point of view of the person, they simply see the file downloading, though they can, if desired, investigate in uTorrent the detail of the transmissions that are occurring. Over time uTorrent will receive all the pieces and the TheDarkKnight.avi will be assembled together. At this point in time the person will become a seeder, because they are sharing the whole file with the swarm. The default, that is, standard setting of uTorrent will result in the person sharing the file with the swarm until uTorrent is closed, or the .torrent file is removed from uTorrent. If the .torrent file is not removed and uTorrent is reopened, uTorrent will continue to share the file with the swarm.

Conclusion

1. The above explanation and examples are sufficient to enable an understanding of the internet and the BitTorrent protocol for the purpose of these proceedings. With that understanding, the Court will now address the evidence.

PART C: THE EVIDENCE
1. There has been an extensive amount of evidence placed before the Court in these proceedings. Evidence was given over ten days of the hearing. There were 30 affidavits read during the proceedings and 151 exhibits were tendered. It is impossible and unnecessary to refer to all the evidence that was placed before the Court. Suffice to say the Court has read and considered all the evidence. Each of the witnesses who have provided evidence will be discussed in the following part of the judgment, as well as the key evidentiary issues arising.

Role of AFACT

1. The Australian Federation Against Copyright Theft (‘AFACT’), though not actually an applicant in these proceedings, has nonetheless played a central role in the collection of evidence on behalf of the applicants for this trial. AFACT is an organisation set up for the purposes of benefiting its members. Those members apparently include all of the applicants (or at least certain affiliate companies of each of the applicants) and other companies engaged in the film production industry. 

2. The exact nature of the relationship between the applicants and AFACT is not clear. Mr Gane, the Executive Director of AFACT, suggested that there was no formal membership process by which one can become a member of AFACT, whether by application or agreement. Village Roadshow was an exception. What is clear is that the members of AFACT provide its budget and decide on its business plan, that is, what investigations and activities it will undertake. 

3. The Motion Picture Association (‘MPA’) and the Motion Picture Association of America (‘MPAA’) have a membership of the major American film studios. They are not associated with AFACT by any formal written agreement. However, AFACT does report to the regional branch office of the MPA which is based in Singapore. In respect of operations in the Asian region, the Singapore office of the MPA prepares a business plan or budget for AFACT which is approved by the Los Angeles head office of the MPA. The Court considers that AFACT is, for relevant purposes, the local ‘franchise’ of the MPA, though with specific additional interaction with Australian entities that are not part of the MPA, such as Village Roadshow and related entities. Nevertheless, it has not been established that AFACT is an agent of the applicants; rather, its position vis-à-vis the applicants is a loose arrangement to provide certain services for the applicants.

AFACT witness – Aaron Guy Herps

1. Mr Herps is the Manager of Digital Affairs of AFACT. Mr Herps has provided evidence of copyright infringing acts of 
 iiNet 
 users. He has sworn four affidavits in these proceedings. The Court accepts the evidence of Mr Herps and no challenge was made to any aspect of it by the respondent. 

2. On 3 October 2007 Mr Herps signed up electronically for internet services from the respondent. He selected a ‘Home 7’ Plan at a cost of $129.95 per month. That is, Mr Herps became a subscriber of the respondent. To access the internet through his account Mr Herps purchased a computer which was connected to the internet via an ethernet cable and an ADSL modem. As far as the Court is aware, Mr Herps continues to be a subscriber of the respondent.

Downloading films and television programs

1. On 27 June 2008 Mr Herps went to the MiniNova website and searched for .torrent files related to various films and television programs of the applicants. He noted that multiple .torrent files often existed for each title that he searched. It was his practice to select the specific .torrent file corresponding to the film which was identified as being the most popular (having the largest number of peers). Mr Herps then used uTorrent to participate in the swarms sharing these files, and by such means he downloaded the files to his computer. When the download was complete he became a seeder and kept the computer operating in the same state and continued to share the files with the swarm. 

2. Mr Herps observed that from time to time other peers were downloading pieces from one or more of the files he was sharing with swarms. Such connections were visible to him in the uTorrent graphical user interface. After completing such process over a period of some months Mr Herps made copies (‘images’) of his hard drive which were exhibited before the Court. Mr Herps downloaded a total of six films. 

3. Mr Herps swore a second affidavit involving a similar process to that described above, in respect of the period from 11 February 2009 until 20 February 2009. However, in this period his method had a crucial difference to the process described previously. During this period, by means of an IP address filter, Mr Herps was able to program uTorrent such that it would only connect to 
 iiNet 
 users. The filter was able to do so, given that, as already discussed, the IP addresses which had been allocated to the respondent (and therefore its subscribers) was publicly available information. After taking this step, Mr Herps repeated the process above of downloading .torrent files from MiniNova which related to films to which the applicants own copyright. The difference of the process enabled Mr Herps to be certain that he would only receive pieces of each film from 
 iiNet 
 users. His affidavit provides evidence of his downloading and sharing of three films in that period. 

4. Mr Herps swore a third affidavit in reply to the expert witness of the respondent, Dr Caloyannides. Given that he was not called, no further reference need be made to that affidavit. 

5. Mr Herps has also sworn a fourth affidavit in these proceedings which relates to issues of copyright substantiality. As the discussion at [310] and following demonstrates, these issues are irrelevant. 

6. Mr Herps’ testimony is submitted to be evidence of copyright infringement of 
 iiNet 
 users on two grounds. First, by his direct infringement of the applicants’ copyright as a subscriber of the respondent; and second because his evidence recorded connections from other 
 iiNet 
 users who themselves must have been infringing. Whether Mr Herps’ actions were infringing will be considered in Part D in relation to the issue of whether he was licensed by the applicants to carry out acts which were copyright in relation to the films.

AFACT witness – Gregory Donald Fraser

1. Mr Fraser is the Operations Manager of AFACT. Mr Fraser undertook the same task referred to by Mr Herps in his second affidavit. Mr Fraser became a subscriber of the respondent on a ‘Home 5’ Plan, sought out .torrent files from MiniNova relating to the applicants’ films and then proceeded to participate in swarms sharing those films. Like Mr Herps in his second affidavit, Mr Fraser only downloaded pieces of files of the applicants’ films from other 
 iiNet 
 users. Mr Fraser was not cross-examined. 

2. As with Mr Herps, the applicants rely on Mr Fraser’s testimony as evidence of infringement by 
 iiNet 
 users both in the sense that he himself infringed and because he recorded connections from 
 iiNet 
 users who themselves were infringing. Similarly to Mr Herps, whether Mr Fraser was licensed by the applicants will be examined in Part D of this judgment.

AFACT witness – Neil Kevin Gane 

1. As mentioned, Mr Gane is the Executive Director of AFACT. Mr Gane has had oversight of AFACT’s actions in the gathering of evidence for these proceedings. Mr Herps and Mr Fraser answer to Mr Gane.

Evidence of copyright infringement

1. Mr Gane testified that he was aware from his investigations and his own experience that the scale of copyright infringement of films and television programs taking place on the internet has increased substantially in recent years. He has attached two reports confirming this trend. The first is from a United Kingdom company, Envisional, and the second is from a German company, Ipoque. A report entitled ‘Internet Study 2007’ by Ipoque (made between August and September 2007) revealed that in Australia approximately 57% of internet traffic was p2p traffic and 73% of such traffic was associated with the BitTorrent protocol. 

2. Mr Gane has also exhibited confidential MPAA reports prepared by Envisional providing an analysis of overall developments related to digital film piracy worldwide. The reports show that the number of persons using the BitTorrent protocol rose steadily over the period assessed and that the BitTorrent protocol remains the most popular p2p file-sharing mechanism.

Investigations of online piracy in Australia

1. From August 2007 AFACT used the services of DtecNet Software APS (‘DtecNet’) to collect information concerning alleged copyright infringement by internet users in Australia. The contractual arrangement concerning this investigation appears to have been between DtecNet and the Singapore branch of the MPA rather than between AFACT and DtecNet. In June 2008 Mr Gane instructed DtecNet to prepare reports regarding the copyright infringing actions of 
 iiNet 
 users using the BitTorrent system. It would appear that in the period between September 2007 and June 2008, DtecNet investigated 190 Australian ISPs in relation to four different types of file-sharing protocols, including BitTorrent. It then narrowed its investigations to the BitTorrent protocol and targeted four Australian ISPs; namely Optus, Internode, Exetel and the respondent. It was not explained why these particular four ISPs were selected. 

2. By email dated 2 July 2008 Mr Gane wrote to the respondent in what would become the first of many ‘AFACT Notices’. The email attached a letter which was entitled ‘Notice of Infringement of Copyright’. The letter, addressed to Mr Malone as Managing Director of 
 iiNet 
 relevantly stated:

AFACT is associated with the Motion Picture Association (MPA), whose members include Buena Vista International Inc, 
 Paramount 
 Picture Corporation, Sony Pictures Releasing International Corporation, Twentieth Century Fox International Corporation, Universal International Films Inc, and Warner Bros. Pictures International...and their affiliates. AFACT represents Australian producers and/or distributors of cinematograph films and television shows, including affiliates of the member companies of the MPA. AFACT’s members and their affiliates are either the owners or exclusive licensees of copyright in Australia in the majority of commercially released motion pictures including movies and television shows. AFACT undertakes investigations of infringements of copyright in these movies and television shows.
AFACT is currently investigating infringements of copyright in movies and television shows in Australia by customers of 
 iiNet 
 Limited (
 iiNet 
) through the use of the BitTorrent “peer-to-peer” protocol (BitTorrent). Information has been gathered about numerous infringements of copyright in motion pictures and television shows controlled by AFACT’s members, or their affiliates, by customers of 
 iiNet 
 (the Identified 
 iiNet 
 Customers). These infringements involve the communication to the public of unauthorised copies of the motion pictures and television shows shared with other internet users via BitTorrent.
Attached is a spreadsheet containing the information relevant to infringing activities of the Identified 
 iiNet 
 Customers occurring between 23 June 2008 and 29 June 2008, including:

a. The date and time infringements of copyright took place; 

b. The IP address used by the Identified 
 iiNet 
 Customers at the time of the infringements;

i. The motion pictures and television shows in which copyright has been infringed; and

a. The studio controlling the rights in the relevant motion pictures and television shows.

A CD containing an electronic copy of the spreadsheet is enclosed with the hard copy of this letter.

1. The letter alleged that the spreadsheet attached showed that individual subscribers of the respondent, who were referred to in the AFACT Notice as ‘repeat infringers’, were involved in multiple infringements of copyright. The letter stated that AFACT was ‘unaware of any action taken by 
 iiNet 
 to prevent infringements of copyright in movies and television shows’. The letter relevantly continued:

The failure to take any action to prevent infringements from occurring, in circumstances where 
 iiNet 
 knows that infringements of copyright are being committed by its customers, or would have reason to suspect that infringements are occurring from the volume and type of the activity involved, may constitute authorisation of copyright infringement by 
 iiNet 
. 
AFACT and its members require 
 iiNet 
 to take the following action:

1. Prevent the Identified 
 iiNet 
 Customers from continuing to infringe copyright in the motion pictures and television shows identified in the spreadsheet, or other motion pictures and television shows controlled in Australia by AFACT’s members and their affiliates; and 

2. Take any other action available under 
 iiNet 
’s *Customer Relationship Agreement against the Identified 
 iiNet 
 Customers which is appropriate having regard to their conduct to date.

Please acknowledge receipt of this letter and confirm when the above action has been taken.

1. The letter then attached extracts of the respondent’s CRA which had been downloaded from the respondent’s website and pursuant to which the respondent provided internet services to its subscribers. The relevant provisions attached to the AFACT Notice were as follows: 

1. Customer Relationship Agreement (CRA): 

2. USING THE SERVICE
Comply With All Laws
4.1 In using the Service, you must comply with all laws and all directions by a Regulatory Authority and reasonable direction by us.
Prohibited Uses
4.2 You must not use, or attempt to use, the Service:
(a) to commit an offence, or to infringe another person’s rights;
...
(e) for illegal purpose or practices;
or allow anybody else to do so.

1. CANCELLING OR SUSPENDING THE SERVICE
Cancellation or Suspension By Us
14.2 We may, without liability, immediately cancel, suspend or restrict the supply of the Service to you if:
...
(j) we reasonably suspect fraud or other illegal conduct by you or any other person in connection with the Service;
...
(l) we are required by law or in order to comply with an order, direction or request of a Regulatory Authority, an emergency services organisation or any other authority;
...
(n) providing the Service to you may be illegal; or we anticipate that it may become illegal;
...
(q) there is excessive or unusual usage of the Service;
(r) We are allowed to under another provision of the CRA; or
...
14.3 If we suspend the Service under clause 14.2, the we may later cancel the Service for the same or a different reason.

1. 
 iinet 
 Website
“Copyright Regulations and Illegal Content” from the 
 iinet 
 website located at 
(http://www.
 iinet 
.com.au/about/compliance/copyright.html), page 2:
NOTE: The hosting or posting of illegal or copyright material using an 
 iinet 
 [sic] service constitutes a breach of 
 iinet 
 [sic] contractual obligation [sic] under the Customer Relationship Agreement Sec 4.1 & Sec 4.2. Such a breach of contract may result in the suspension or termination of service without notice to the subscriber.
1. The spreadsheet attached to the AFACT Notice of 2 July 2008 contained a summary of alleged actions of 
 iiNet 
 users in infringing the copyright of the applicants in the period of 23 June 2008 to 29 June 2008 via the BitTorrent system. The spreadsheet extended over 13 pages of A4 sized paper. It was divided into 11 columns headed ‘Peer IP’, ‘Date and Time UTC’, ‘File Name Downloaded’, ‘Hash’, ‘Film/TV Title’, ‘Studio’, ‘% of file Shared’, ‘MB Downloaded’, ‘% of file Downloaded’, ‘Peer Hostname’ and ‘Country’. 

2. In addition to being forwarded by email to the respondent, the spreadsheet and letter were also served by hand on the offices of the respondent located in Perth. Attached to the letter was a CD that contained an electronic version of the spreadsheet in the form of a Microsoft Excel file. 

3. On 9 July 2008 a further AFACT Notice, in identical terms to that forwarded on 2 July 2008, was sent by Mr Gane to the respondent together with the same attachments as previously, although the spreadsheet was compiled in respect of the period from 30 June 2008 to 6 July 2008. 

4. On 16 July 2008 a further letter was forwarded in similar terms. However, this letter also incorporated three DVDs covering the period commencing 23 June 2008 and ending 13 July 2008. These DVDs contained the electronic spreadsheet found on the CD, as well as the underlying data gathered by DtecNet in its investigations. That is, the DVDs contained the packets of data (and therefore pieces of the file) that the ‘DtecNet Agent’ (see [113] below) received from 
 iiNet 
 users. The DVDs also contained a greater amount of information in relation to each act of infringement alleged. Each included the information under the eleven columns at [100] as well as information entitled ‘PeerID’, ‘Peer client info’, ‘Target Port’ and ‘Fingerprint’. 

5. Thereafter AFACT Notices were forwarded weekly to the respondent enclosing the same type of information in similar terms in respect of alleged copyright infringement in the respective week. The respondent does not challenge that in the period of 59 weeks from 23 June 2008 to 9 August 2009, the spreadsheets attached to the AFACT Notices recorded allegations of acts of infringement by the 
 iiNet 
 users. These AFACT Notices, and underlying data attached to them, are the primary evidence before the Court of the actions of 
 iiNet 
 users who are alleged to have infringed the copyright of the applicants.

Expert witness – Nigel John Carson

1. Mr Carson is the Executive Manager of the Forensics Division at Ferrier Hodgson. Mr Carson was engaged as an expert witness for the applicants. His role was to provide two expert reports. The first was a technical investigation and explanation of the BitTorrent protocol and the second analysed the data gathered by DtecNet to verify independently its veracity. Both reports have been exhibited before the Court. 

2. The Court found Mr Carson’s first report to be of great assistance in developing an understanding of the BitTorrent protocol, and much of its content has been used for the purposes of the technical discussion in Part B of this judgment regarding the BitTorrent protocol. 

3. The second report of Mr Carson provided evidence that the DtecNet evidence is reliable, that is, that the underlying data of the AFACT Notices does demonstrate that the packets of data received by the ‘DtecNet Agent’ (discussed below at [113]) constituted pieces of the films of the applicants downloaded from 
 iiNet 
 users. 

4. Mr Carson was a fair-minded and excellent witness. He provided full and forthright answers to all questions asked of him, including those that may not have provided evidence which favoured the applicants. Therefore, the Court considers him to be an impartial witness. The Court accepts the evidence he has provided in this hearing. No challenge was made to his evidence by the respondent, and indeed the respondent actually relies on such evidence.

DtecNet witness – Thomas John Sehested

1. Mr Sehested is the Chief Executive Officer of DtecNet. Mr Sehested gave evidence of the investigation of 
 iiNet 
 users by DtecNet and the collection of data by DtecNet regarding 
 iiNet 
 users which commenced in about June 2008. Mr Sehested confirmed that DtecNet supplied AFACT with Microsoft Excel spreadsheets summarising the data collected from the 
 iiNet 
 users and provided hyperlinks allowing AFACT employees to access a secure FTP server (server allowing the downloading of material by means of the ftp discussed above at [55]) operated by DtecNet which contained the data collected by the DtecNet Agent relating to 
 iiNet 
 users.

DtecNet witness – Kristian Lokkegaard

1. Mr Lokkegaard is the Chief Technology Officer of DtecNet and was responsible for the development of the proprietary software used by DtecNet to gather evidence for the current proceedings. Such software is known as the ‘DtecNet Agent’. 

2. Mr Lokkegaard provided a confidential report to the Court which contained significant detail concerning the operation of the BitTorrent protocol and the operation of the DtecNet Agent. The Court made an order for confidentiality regarding the report, as was requested. However, a non-confidential version of the report was later exhibited (exhibit SS). The Court will rely on such non-confidential exhibit and Mr Lokkegaard’s affidavit (which was not confidential) in explaining the operation of the DtecNet Agent. 

3. Mr Lokkegaard swore a second affidavit in reply to Dr Caloyannides. However, as with Mr Herps, as Dr Caloyannides was not called, there is no need to refer to such affidavit further.

Collection of data using DtecNet Agent

1. The DtecNet Agent, being the software used to provide the information underlying the allegations of copyright infringement in the AFACT Notices, is, in essence, a BitTorrent client. However, it has been programmed to fulfil specific functions beyond that of a publicly available BitTorrent client, such as Vuze or uTorrent. The process by which the DtecNet Agent operated was as follows: 

a. An employee of DtecNet would identify .torrent files of interest based on content files which were supplied by the applicants/AFACT. The DtecNet Agent would then open the .torrent file. 

b. By opening the .torrent file the DtecNet Agent, like any BitTorrent client, was able to query the tracker; connect to peers in the swarm; and download pieces from those peers. Given that DtecNet was gathering evidence of 
 iiNet 
 users infringing, the DtecNet Agent employed an IP filter similar to that used by Mr Herps and Mr Fraser to ensure that it only connected to 
 iiNet 
 users. Initially, the DtecNet Agent downloaded one complete copy of the film sought to be investigated. This copy was then viewed to ensure that the film corresponded with one that was owned by the applicants. Given the information already discussed regarding hashes, this process established beyond doubt that a particular file hash corresponded with a film of the applicants.

i. The DtecNet Agent then reconnected to 
 iiNet 
 users who had a copy of the file or parts of the file of interest and downloaded a piece of that file from those users. It then matched the piece downloaded with the piece hash through the hash checking process discussed in Part B. The DtecNet Agent then recorded information referrable to the peer from which it had downloaded that piece of the file. The DtecNet Agent was calibrated to download only one piece from each IP address and then disconnect from that IP address. It was set up to download a new piece from the same IP address every 24 hours. 

a. The DtecNet Agent was designed to create a running log of every activity and this included every single request sent between computers and every packet of data exchanged between those computers. Accordingly, every aspect of the connection and download was recorded and logged by the DtecNet Agent. 

b. All the information received or logged by the DtecNet Agent was recorded and stored securely on DtecNet’s servers. The servers were located in Copenhagen under Mr Lokkegaard’s supervision. 

c. Once recorded in DtecNet’s secure server, a DtecNet employee prepared a report containing some or all of the information recorded by the DtecNet Agent and incorporated that information into a Microsoft Excel spreadsheet which was provided to AFACT.

Mr Lokkegaard stated that the data collection process carried out by the DtecNet Agent is highly accurate and reliable and is based on a confirmed connection and receipt of a piece of the file from a remote computer. As mentioned, the second report of Mr Carson independently verified such method.

Michael John Williams

1. Mr Williams, solicitor for the applicants, provided numerous affidavits in these proceedings. His primary role was to collate evidence before the Court by means of the AFACT Notices and also, following discovery from the respondent, to highlight particular aspects of the evidence of infringements as detailed hereunder.

‘Repeat infringer bundles’

1. Exhibits MJW-1 and MJW-8 are spreadsheets that collate data from the information attached to the AFACT Notices by means of the ‘PeerID’. The PeerID is a number generated by the BitTorrent client upon the program initiating and it remains until the BitTorrent client is closed. As mentioned, the PeerID data was not included in the spreadsheets attached to the AFACT Notices. Rather, it was to be found in the DVDs attached to the AFACT Notices. This number is broadcast to the swarm, and thereby the PeerID of other peers in the swarm can be ascertained. As will be explained in more detail in Part D at [277]-[278], the PeerID is evidence of one computer involved in the infringement of a film or multiple films over a period of time. There was some cross-examination of Mr Williams on the question of the factors necessary to constitute repeat infringement. The Court finds that the definition of repeat infringement is a legal issue, and thus the opinions of any witnesses are irrelevant. The Court’s finding on such issue is found in Part D of this judgment.

Bundles involving the RC-20 accounts

1. As will be explained in more detail at [122] and following below, during the process of discovery the respondent was ordered to provide data to the applicants in relation to 20 accounts of its subscribers (as described hereunder, these are referred to as the ‘RC-20 accounts’). Exhibits MJW-10, MJW-13, MJW-15 are each bundles which contain this data. MJW-15 is the entire history of communications, whether by telephone or email, between the respondent and each subscriber account. MJW-13 is the login/logout history and history of allocation of IP addresses to those 20 accounts over a period of time commencing with the first AFACT Notice. Finally, MJW-10 uses the IP history in MJW-13, taken in conjunction with the DtecNet evidence in the AFACT Notices, to produce spreadsheets of the alleged infringements that have occurred in relation to each of the 20 subscriber accounts. 

2. Mr Williams was cross-examined particularly in relation to MJW-10. While the respondent was able to identify some anomalies in the generation of the spreadsheet, particularly in that some individual allegations of infringement appear to duplicate others in terms of time, as will become apparent from the Court’s discussion of the primary infringement issue in Part D below, these issues are an irrelevancy. Despite these anomalies, the Court finds that, on the whole, MJW-10 is reliable.

DNS Lookups

1. Exhibit MJW-17 was created using a similar process as MJW-1 and MJW-8. However, rather than arranging the DtecNet data by means of the PeerID, MJW-17 organises the DtecNet data by means of the ‘Peer Hostname’ column. This is used to demonstrate that one peer hostname was responsible for multiple infringements. 

2. The purpose of the exhibit and affidavit which attached it appears to be to demonstrate that it is possible to gather details from publicly available sources of information in relation to a static IP address, such that it can be known who is using a particular IP address and therefore, who is potentially infringing copyright. As mentioned, most accounts with the respondent have dynamic IP addresses allocated to them, but as already mentioned, it is possible to receive a static IP address for specific purposes, such as commercial enterprise. 

3. The process by which this information is sought is by means of a reverse DNS lookup. ‘DNS’ stands for ‘domain name service’. Whenever one types a URL such as http://www.google.com into a web browser one is actually typing what is known as a ‘domain name’. As already explained, computers communicate in the IP protocol by means of IP addresses. However, IP addresses are very difficult for people to remember. Domain names essentially render IP addresses in a form that is easy to remember. So, when one seeks out http://www.google.com, one is actually seeking out the IP address(es) associated with Google’s website. In order for a computer to actually connect to Google’s servers the domain name must be converted into an IP address. This occurs by means of a DNS lookup. This information, linking domain name to IP address, is stored in various servers around the world. The evidence of Mr Malone and Mr Carson establishes that this information is regularly updated, as it is crucial to communication over the internet. 

4. However, the reverse is also possible, that is, it is possible to take an IP address and find a domain name. This information is not as crucial to the operation of the internet and thus it is less regularly updated. It was this information which was used to prepare the affidavit of Mr Williams and exhibit MJW-17. An affidavit sworn by Mr Malone suggests that the information relied upon by Mr Williams in preparing his affidavit on this issue was unreliable, and both Mr Carson and Mr Lokkegaard independently confirmed that reverse DNS lookups were not always reliable. Consequently, the Court finds that MJW-17, and the affidavit of Mr Williams attaching it, are unreliable and the Court will not rely on them. It does not appear that the applicants chose to make any particular submissions in closing in relation to MJW-17 and the corresponding affidavit.

The 
 iiNet 
 subscriber accounts

1. During the course of the discovery process the applicants sought information concerning some subscribers of the respondent to enable the information relating to those accounts to be matched with the DtecNet evidence. On 15 June 2009 the Court made an order allowing the applicants to select a number of IP addresses and times as logged by the DtecNet Agent in its investigations, as well as some identified by Mr Herps and Mr Fraser from their investigations. This data was then provided to the respondent who examined the IP addresses and times provided in order to identify from them 20 unique subscriber accounts. 

2. This process of matching IP address and time to a subscriber account is one of the key evidentiary issues in these proceedings, and it is dealt with in relation to the Telco Act defence in Part E2 of this judgment. ISPs generally keep records of those IP addresses that are associated with subscriber accounts at any given time. Thus, by knowing an IP address and time, a link can be made to a subscriber account, thereby identifying the account subscriber. 

3. As it transpired, 45 IP addresses and times were needed to generate 20 unique subscriber accounts. This resulted from the fact that some IP addresses and times related to the same subscriber accounts (remembering that as IP addresses are assigned dynamically it is possible for one subscriber account to have multiple IP addresses over time). These subscriber accounts (the ‘RC-20 accounts’) are the most specific evidence of copyright infringement by 
 iiNet 
 users in these proceedings. In relation to each account, for the period from 1 July 2008, the respondent provided evidence of the allocation of IP addresses, login/logout details, time spent online and disconnection reasons. The respondent also provided all correspondence between the respondent and those subscriber accounts from 1 July 2008 to August 2009. The Court ordered that any personal information related to these accounts be redacted, such that it was impossible to link the data to any particular persons during these proceedings. The Court considered that it was appropriate for such information to remain confidential given that the subscribers of those accounts were not parties to these proceedings. 

4. As already discussed, this evidence has been compared with the DtecNet evidence in MJW-10 to create a list of alleged infringements occurring on those accounts. Specific factual issues arising from such evidence will be addressed from time to time throughout the judgment.

Studio witnesses

1. Each of the applicants have called witnesses (‘studio witnesses’) to confirm matters such as their ownership or exclusive licence of the identified films, the subsistence of copyright in such films and the absence of licence to any 
 iiNet 
 users to do the acts comprised in the copyright of the films. 

2. Mr Phillipson testified for Village Roadshow and its related companies. Mr Wheeler testified for 20th Century Fox and related companies. Mr Perry provided evidence regarding 
 Paramount 
 and its associated or related companies. Ms Solmon provided evidence regarding Columbia Pictures and related companies. Ms Reed provided evidence regarding 
 Disney 
 and its affiliated companies. Ms Garver testified on behalf of Universal and its numerous associated companies. Mr Kaplan testified for Warner Bros and related entities. 

3. The studio witnesses were forthright in their evidence, and the Court found them to be reliable witnesses. The primary controversy arising during their cross-examination was their ability to provide evidence upon the question whether the AFACT investigators, Mr Herps and Mr Fraser, were licensed by the applicants to download the applicants’ films using their 
 iiNet 
 accounts. As will be apparent from the Court’s discussion in Part D of this judgment, though the Court finds the studio witnesses to be reliable, their evidence is not necessarily conclusive on this issue.

Respondent’s witness – Michael Martin Malone

1. Mr Malone is the Managing Director and Chief Executive Officer of the respondent. His key responsibilities are related to customer service; the financial performance of the respondent; business planning and strategy; and corporate governance. 

2. The undertaking of the respondent is substantial. As indicated, there are approximately 490,000 subscribers subscribing to the respondent and related entities, making it the third largest ISP in Australia. It operates call centres in Perth, Sydney, Auckland and Cape Town. There are approximately 600 customer service representatives in the respondent’s employ. 

3. Mr Malone provided extensive evidence which will be referred to from time to time throughout the judgment. A key issue for present purposes is his credit as a witness.

Findings as to the credit of Mr Malone

1. The applicants have mounted a vigorous challenge to the credibility of Mr Malone, asserting that he was neither a truthful nor reliable witness. It has been submitted that the Court should not rely on his evidence except where it is against his interests or it is independently corroborated. It is submitted that Mr Malone was determined to advocate the respondent’s cause at every opportunity and where he sensed a conflict between that cause and the truth, he was prepared to subordinate the latter in favour of the former. 

2. The Court rejects the attack on the credit of Mr Malone. Mr Malone was an impressive witness who remained consistent (for the most part) in the evidence he gave during three days of gruelling and unnecessarily hostile cross-examination. The specific submissions made by the applicants will be addressed below. However, even in the circumstance that the Court finds against Mr Malone in relation to certain evidence he provided on specific issues, such findings do not lead the Court to make a generalised finding that he was an unreliable witness. 

3. In so far as it is alleged that Mr Malone found it impossible to disassociate himself from the respondent’s ‘cause’, such a generalised allegation cannot be sustained. Certainly Mr Malone gave evidence supportive of the respondent’s position and this position was at odds with the applicants’ position, but the Court is not able to infer that in providing those answers they were not provided honestly, nor that they were necessarily wrong. Mr Malone’s demeanour was of someone who believed what he was saying without reservation. Whether Mr Malone’s beliefs in relation to the law and the respondent’s legal obligations were accurate is a distinct matter from whether he provided evidence of that which he honestly believed. Mr Malone may not have been a helpful witness to the applicants’ counsel, but that did not render Mr Malone an unhelpful witness to the Court. Mr Malone was occasionally asked questions which were technically imprecise and thus potentially misleading. His refusal to concede matters, his desire to seek clarification and his careful answers were not obfuscation as was submitted, but rather seemed to represent Mr Malone’s desire to be accurate in the evidence he provided to the Court and his refusal to be forced, by the manner of questioning, into giving evidence that he did not believe to be correct. 

4. The Court rejects the submission that Mr Malone ‘like 
 iiNet 
 itself, has been compromised by his extreme views on the role and responsibilities of an ISP’. Merely because the views expressed by Mr Malone did not accord with the interests of the applicants does not render those views ‘extreme’. The flaw in the applicants’ submissions relating to the credit of Mr Malone is that they proceed on an assumption that the applicants have already succeeded in these proceedings; that the respondent has been found to have authorised copyright infringement; and that therefore resisting the applicants’ assertions, or refusing to co-operate with the applicants, inevitably leads to the result that Mr Malone’s opinions must be ‘extreme’. Such posture tended to convolute these proceedings. The purpose of these proceedings is to decide whether the respondent authorised. Mr Malone might be found to be wrong in his views, but that does not make his views or position, per se, ‘extreme’. 

5. There were four specific issues, considered in detail hereunder, that the applicants submitted weighed against Mr Malone’s credit. The first was his actions in respect of the Westnet policy, the second his evidence regarding the respondent’s repeat infringer policy, the third his view as to whether the Telco Act prohibited the respondent from acting on the AFACT Notices, and finally various statements made by him which suggested that he had a disdainful or contemptuous attitude towards the interests of the applicants.

WESTNET ISSUE

1. Westnet was an ISP that was acquired by the respondent on or about 8 May 2008. Westnet had a policy of passing on copyright infringement notifications to its subscribers. It is important to observe, for reasons discussed later, that such notifications were not AFACT Notices and that they differed from AFACT Notices in important respects. Substantial submissions have been made by the applicants on the issue of the Westnet policy. 

2. Mr Malone learnt from Mr Bader (the Chief Technology Officer of the respondent) on or about 17 September 2008 that Westnet had received an email alleging copyright infringement which had been forwarded on to a Westnet subscriber. Mr Malone then learnt from the Chief Operations Manager of Westnet, Mr Cain, that in sending the notice to the subscriber no response was being sought. Rather, ‘it is merely a heads up’ from which the Court infers that Westnet was merely passing on allegations of infringement. This was confirmed by Mr Cain’s comment that ‘no notes, flags or records are kept on the customer’s account in relation to the notices and no further action (beyond forwarding the email) is taken’. 

3. On 30 October 2008 Mr Malone raised with Mr Cain and Mr Ariti (the Chief Information Officer of the respondent) the question of Westnet’s practice in respect of AFACT Notices. The Court accepts that when Mr Malone referred in his evidence to AFACT Notices, he was in fact referring to copyright infringement notices generally, not the AFACT ones, since AFACT chose not to specifically investigate Westnet (see discussion at [96] above). 

4. The Court finds that Mr Malone was unaware of the policy of Westnet prior to September 2008, and that he did not inquire, nor subsequently learn, precisely how long it had been in operation. Despite being asked, on the Court’s count, no fewer than 30 times in multiple different ways, Mr Malone refused to alter his answer that he did not know how long the Westnet policy had existed for, only that he knew that it existed from September 2008 when he was first made aware of it. While he could accept that it was likely that the Westnet policy existed before he found out about it in September, as he said, that did not mean he knew it existed before that date. The Court accepts Mr Malone’s answers. 

5. There is no evidence before the Court of the period during which the Westnet policy operated. The Court does not believe that the email exchange tendered on the issue provides sufficient evidence to draw the conclusion that the policy was in existence from 2006 as was submitted. The email chain on 17 September 2008 contains a sample notification to certain subscribers alleging copyright infringement from 2006 from the ‘WestnetWiki’ (a database Westnet used for training purposes) on the topic of ‘Infringement Notices’. That establishes that Westnet had been receiving allegations of copyright infringement from at least 2006. However, it does not follow from that evidence alone that Westnet had a policy of passing those notifications to its subscribers from 2006. The Court accepts that the Westnet policy was in place at least as at September 2008 when Mr Malone first became aware of it, but can make no finding as to how long it had existed prior to that date. 

6. The chain of emails demonstrates that Mr Malone discovered that Westnet had a practice of passing on copyright notices to its subscribers who had allegedly infringed, a practice which was inconsistent with the respondent’s policy. In internal emails, Mr Malone described such policy as doing ‘damage to the industry and damage to 
 iinet 
’s [sic] position’. The Court does not accept the applicants’ submission that these statements bear adversely upon Mr Malone’s credibility. It cannot be doubted that Mr Malone did not agree with the applicants’ view of the appropriate treatment for notices of infringement, but that does not render Mr Malone dishonest. His evidence is consistent with his honestly held opinion. 

7. Mr Malone explained that he considered the practice of Westnet damaging because the ‘industry was in negotiations with MIPI, ARIA and AFACT’ in respect of copyright infringement, and Westnet’s policy was inconsistent with the position of the internet industry more broadly, as well as being inconsistent with the respondent’s policy on the issue. 

8. The Court accepts that Mr Malone considered it inappropriate and even unworkable to have different practices relating to infringement notices within the respondent’s business and it was for this reason alone that he ended the Westnet policy. As Mr Malone said:

...we took over Westnet in May...that meant hundreds of policies and ways of approaching business were changed over the following few months. This was one of them. I was forever regularly tripping over policies where there were slight differences in the way that Westnet operated and the way 
 iiNet 
 operated...In each case, when I saw a policy that was not operating the same, I said, guys, you need to operate under the 
 iiNet 
 policy from this point forward.

1. These events occurred prior to 20 November 2008, being the date on which these proceedings were commenced. Accordingly, it could not be said, as implied by the applicants, that it was the institution of these proceedings which led the respondent to the change Westnet’s policy. The Court accepts that Mr Malone was motivated to bring an end to the Westnet policy to ensure consistency within the business of the respondent, not because it was embarrassing for the purposes of these proceedings. 

2. The applicants also attack Mr Malone’s credit arising from his estimation provided in an answer during cross-examination that Westnet’s policy of passing on notifications ‘only applied to a small percentage of notices’. The applicants submitted that such answer was not based on fact and was an example of Mr Malone’s willingness to state as a fact something of which he had no direct knowledge in support of the respondent’s position. 

3. When such answer was challenged, Mr Malone readily acknowledged that he had no personal knowledge of the proportion of notifications passed on to Westnet’s subscribers. He stated that he was making an assumption or an estimate. He stated ‘I know it was not the complete form of all the notices and I know that Westnet wasn’t receiving any AFACT notices’. He later stated that he ‘actually believed it to be a small percentage’, but acknowledged that he did not have any ‘direct evidence that it is a small or large percentage’. 

4. The Court finds that it was Mr Malone’s belief that only a small number of notices were passed on, but, as he correctly acknowledged, he could not point to any specific evidence that this was in fact the case. It may well have been an impression formed by Mr Malone from his discussions with Mr Cain or Mr Ariti on the issue. The Court is unable to make any finding as to the proportion of such notices passed on to Westnet subscribers, and is not prepared to find that Mr Malone’s answer indicated dishonesty. 

5. As a further issue, the applicants submit that Mr Malone’s claim that the passing on of warning notices to the respondent’s subscribers would be onerous was obfuscation. The applicants attack Mr Malone, claiming that when swearing his second affidavit he should have mentioned that Westnet had a policy of passing on notifications to its subscribers. It is submitted that Mr Malone was less than truthful in his claim that it would constitute a very substantial burden for the respondent to have to pass on notices to its subscribers given that he did not mention Westnet’s policy in such affidavit, or make enquiries concerning the practicality of such steps. 

6. The Court does not accept that this issue bears on Mr Malone’s credibility. As he said in his cross-examination, the policy to which he was referring to in his second affidavit was a policy of warning and termination of subscribers, being a more complicated procedure than a policy of merely passing on notifications of infringement, as had been Westnet’s practice. 

7. As already explained, and as explained by Mr Malone, Westnet’s policy was to pass on notices to subscribers and nothing more. Westnet had no intention to act on those notices by terminating subscribers, and never did so: see [138]. Consequently, Westnet’s policy was a more narrow policy than that which Mr Malone understood AFACT to be seeking, namely prevention of copyright infringement by notification and ultimately by disconnection of subscriber accounts. Mr Malone was under no obligation to mention Westnet’s policy in his second affidavit. 

8. As to the more narrow issue of the technical feasibility of passing on notices, it may have been prudent for Mr Malone on reflection to have consulted those who had implemented Westnet’s policy concerning the cost and feasibility of passing on notifications. However, Mr Malone provided evidence that he had enquired of technical staff and drew upon his own knowledge from his background as a computer programmer in preparing such affidavit and that this was sufficient to provide the essential evidence. 

9. Further, the AFACT Notifications, as the applicants are want to remind the Court, are far more detailed and thus different from the ‘robot’ notices (discussed below at [192]) which were the type of notices passed on by Westnet. Consequently, the mere fact that Westnet had implemented a system to forward robot notices to subscribers may not have been at all relevant to the technical feasibility of forwarding AFACT Notices, or the allegations and information contained therein. 

10. For all these reasons, the Court rejects the applicants’ submissions regarding the Westnet policy, both as to its relevance to Mr Malone’s credit, and as to its broader relevance to these proceedings.

REPEAT INFRINGER POLICY

1. The applicants submitted that the respondent had no repeat infringer policy, and that Mr Malone’s testimony to the contrary demonstrated that he was simply untruthful. The issue of the repeat infringer policy is discussed in detail in Part F of this decision. 

2. There has been no detailed Australian judicial consideration relating to the requirements of a ‘repeat infringer policy’ in respect of category A activities for the purposes of Division 2AA of Part V of the Copyright Act. The Copyright Act is silent, giving no indication of any requirements for such policy. Consequently, there is no guidance in respect of the interpretation of such term. Yet the cross-examination of Mr Malone on the issue proceeded essentially upon the basis that there could only be one type of repeat infringer policy, being the policy sought by the applicants (warning and termination). The applicants submitted that because Mr Malone did not have this policy, and because there was no written policy, he was misleading the Court concerning the existence of any policy. 

3. Mr Malone’s evidence acknowledged that was there was no written policy (as distinct from written material which evidenced the policy). However, he and Mr Dalby (the Chief Regulatory Officer of the respondent: see [193]) were aware of the outline of a procedure or policy, which the respondent had formulated, namely that if a Court ordered a subscriber account be terminated or if a Court found that a subscriber of the respondent infringed copyright or a subscriber admitted infringement, the respondent would terminate that subscriber’s account. When Mr Malone explained that no one had been terminated because no one had been found to infringe copyright he was asked whether this was some kind of ‘joke’. 

4. It is the Court’s prerogative to decide whether the respondent had a repeat infringer policy of the kind referred to in the Copyright Act. It should not be assumed that the respondent did not have a policy and that consequently Mr Malone was untruthful. The Court observes that this subject matter was a prime example of the intemperate cross-examination of Mr Malone. The respondent’s policy was not a joke, and its conduct was entirely consistent with the policy as outlined even though it may not have been the kind of policy that the applicants anticipated. As will be explained in more detail in Part F, since there are no statutory requirements for a ‘repeat infringer policy’, the Court concludes that the respondent’s policy as described by Mr Malone was sufficient to constitute a policy for the purposes of the Copyright Act. It is no less so merely because the respondent’s policy was one which was not envisaged by the applicants. The Court rejects the applicants’ suggestion that Mr Malone’s testimony on this issue bears upon his credit.

TELCO ACT DEFENCE

1. The applicants submitted that since the evidence demonstrates that the provisions of the Telco Act were not initially considered by the respondent as an obstacle preventing compliance with the AFACT Notices, the raising of such issue reflects adversely upon Mr Malone’s credit. The applicants assert that such issue was apparently not considered by Mr Malone nor by Mr Dalby as a genuine prohibition on the respondent complying with the AFACT Notices. 

2. Whilst questions were asked of Mr Malone in cross-examination concerning his belief that the Telco Act operated to prohibit the respondent complying with the AFACT Notices (‘the Telco Act defence’), no questions were put to him upon the question whether he discussed with Mr Dalby the Telco Act defence, and similarly Mr Dalby was not cross-examined on the question whether he had discussed such defence with Mr Malone. The Court accepts the submissions of the respondent that in such circumstances it is unfair to make allegations against Mr Malone’s credit based upon the fact that Mr Dalby in his evidence in chief did not refer to the Telco Act defence. 

3. The Court finds that Mr Malone genuinely believed that the Telco Act stood in the way of compliance with the AFACT Notices though it is unclear when such belief arose. This does not mean that his understanding is correct, it merely means he thought it was. Not being a lawyer, it was unlikely that Mr Malone would have appreciated the intricacies why the Telco Act stood in the way, merely that it did. Consequently, while it could certainly be pointed out, as it was pointed out to Mr Malone in cross-examination, that there were inconsistencies in his actions and the Telco Act defence, it may not have been apparent to Mr Malone that this was the case. An inconsistency to a lawyer is not necessarily an inconsistency to a lay person. 

4. Even if the Court be wrong in its conclusion on this issue, the mere fact that there were inconsistencies in Mr Malone’s actions and his comprehension of the consequences of the Telco Act are insufficient to make a broad finding as to his honesty and credit.

VARIOUS OTHER STATEMENTS OF MR MALONE

1. The applicants relied upon certain statements, taken in isolation, as indicative of Mr Malone’s credit. An example is Mr Malone’s characterisation of the respondent’s policy compared to Westnet’s policy as being ‘a little less umm proactive’. The applicants also allege that Mr Malone demonstrated a contemptuous attitude towards the applicants when he said, in answer to a question whether the respondent’s approach towards protecting copyright was to be obstructive, ‘[w]e are not standing in the way of you [the applicants] taking any action whatsoever, of copyright holders taking action whatsoever’. 

2. The Court is unable to draw any inference of dishonesty or obstructionism by Mr Malone from either of the above statements. Mr Malone was consistent in his evidence throughout his cross-examination that in his opinion the task of policing copyright infringements remained the responsibility of the applicants, and that they were not entitled to transfer such responsibility to the respondent. This consistency is evidence of honesty, not dishonesty. Even if the Court had concluded otherwise it would not have rendered Mr Malone an untruthful witness because of his expressed beliefs. 

3. As a further basis for attacking Mr Malone’s credit, the applicants submit that an adverse finding should be made against him because of his stated refusal to act upon notices from ‘Jo Blow’, which is clearly a reference to a third party. The applicants submit that they, being the major film studios, could not possibly be considered ‘Jo Blow’ when copyright infringement of their films is under consideration. 

4. The Court treats such casual remark as being no more than an expression of Mr Malone’s consistently stated position, namely that the respondent would not act upon unsubstantiated complaints. Despite the applicants’ attempt to equate Mr Malone’s statement about ‘Jo Blow’ as being indicative of disdain for copyright owners, that is, the applicants, it must be remembered that the applicants were not the entities making the allegations of copyright infringement in the lead up to these proceedings: rather, AFACT was doing so. As has been discussed above at [80]-[82], and will also be discussed below at [629], the exact relationship between AFACT and the actual copyright owners (the applicants) is, at best, unclear. The Court rejects the applicants’ submission.

PROSECUTION OF MR HERPS

1. When the respondent first became aware that Mr Herps had opened an account with it and was deliberately using its internet service for the sole purpose of downloading the applicants’ films, Mr Malone, in an internal email, suggested that Mr Herps should be prosecuted. 

2. The applicants submit that an adverse inference of credit should be drawn against Mr Malone given such email or arising from Mr Malone’s answers to the issue in cross-examination. 

3. From the perspective of a lay person with some understanding of copyright law, it might have been concluded that Mr Herps committed a crime because of his deliberate breach of copyright. Mr Malone was obviously aware that it was possible for copyright infringement to be a crime as well as a statutory tort. Ultimately, as will be made clear in Part D, Mr Herps committed no crime and no tort because he did not infringe copyright. 

4. Further, it is not clear that Mr Malone was speaking other than tongue-in-cheek when he made the suggestion, and a similar observation might be made in relation to Ms Moonen’s (the respondent’s compliance officer) subsequent email to Detective Sergeant Taylor of the Western Australian Police Force on 21 November 2008 which stated:

Hey Duncan,
We’d like to report the client who “posed” as an 
 iiNet 
 customer, downloaded a whole pile of content, and then is now suing us as he was able to infringe copyright.
Is there any way I could call in a personal favor [sic] and have that individual prosecuted? Today?
:)

The Court believes that the ‘:)’ following the email indicated that it was not intended to be to be taken seriously. Though it might perhaps suggest an overly close relationship between the respondent and the police, there is no basis upon which the Court can draw any adverse credit inference against Mr Malone arising out of this incident. 

1. As an aside, the Court notes that AFACT, the organisation which the applicants use to aid in enforcement of their copyright, itself blurs the distinction between tortuous copyright infringement and criminal acts involving copyright, as seen in its name: Australian Federation Against Copyright Theft [emphasis added].

‘Compelling evidence’

1. During his answers in cross-examination concerning the content of the AFACT Notices, Mr Malone stated that he considered the AFACT Notices to be ‘compelling evidence’. The applicants seized upon such term to found a submission as to Mr Malone’s credibility as well as to support their claims. 

2. The issue is relevant and relied upon by the applicants for a variety of reasons. The applicants submit that it would be inconsistent for Mr Malone to maintain that he believed that the AFACT Notices were compelling evidence of infringements carried out by 
 iiNet 
 users, yet claim simultaneously that the AFACT Notices were mere allegations and thus they could not be acted upon by the respondent. This issue is relevant to the respondent’s knowledge of infringements which, in turn, is a matter relevant to authorisation. 

3. On 13 December 2008 (that is, following the commencement of the trial) Mr Malone made a comment (‘post’) on an online forum at http://www.whirlpool.net.au (‘Whirlpool forum’). Mr Malone relevantly said within that post:

With the evidence that AFACT has, I’m betting that a magistrate will happily issue an order for us to disclose the account holder’s identity for under $50. AFACT can then directly contact the customer, warn them, raid them, or sue them. Whatever the action, it will then be overseen by the independent legal system.

1. Mr Malone was then cross-examined on this post and the first mention of ‘compelling evidence’ then occurred:

Certainly by that date you were satisfied that AFACT had evidence of infringing activity by – on your customer accounts?---Yes, we had been provided with them. 
Evidence which you thought proved it?---I thought evidence which was compelling and ought to be tested.
Compelling evidence, correct?---What was being alleged there was that customers did something at this time. I didn’t know what your collection methods – sorry, I say “you” but I didn’t know what AFACTs collection methods were, but believed that they should be reviewed by an independent third party to take them to the next step.

1. Two issues arise from this exchange. Firstly, it is unclear from this exchange whether Mr Malone accepted the reliability of the method of collection of the evidence at face value, or whether he found it convincing but could not be sure of its reliability in light of the fact that it had not been found by a Court to be convincing. The word ‘compelling’, according to the Oxford Dictionary, means ‘demanding attention, respect’. ‘[C]ompelling’ does not mean ‘conclusive’. Having said this, Mr Malone did not explain what he meant by such term. 

2. Another issue is when it was that Mr Malone first formed this opinion:

And you describe that as compelling evidence?---Yes.
So you regarded the notices you received as compelling evidence; correct?---This is post litigation being commenced.
Well, it was 13 December?---Yes.
And I think you have indicated the evidence you are referring to was the evidence consisting at that stage simply of the notices?---Yes.

Later Mr Malone said:

Do you want to resile from your use of that expression?---No, I have now since these proceedings have commenced, I have been allowed to see what the DtecNet has done, and how it is collected, and I think it is very different from what was done in the past.

The reference to ‘in the past’ would appear to be a reference to investigations conducted in previous years by Media Sentry, a company that made allegations of infringement using a different evidence gathering mechanism to DtecNet prior to the service of any AFACT Notices.

1. Such evidence makes it difficult to discern at which point in time Mr Malone formed the view that the DtecNet evidence was ‘compelling’. There is no evidence that Mr Malone formed such opinion on first receipt of the AFACT Notices. However, it would appear that he had formed such opinion by December 2008, prior to the receipt of the affidavit of Mr Lokkegaard specifying the DtecNet Agent’s method, which was filed on 25 February 2009. Therefore, the Court does not believe the last statement in [177] qualifies the earlier statements. However, the more important question is what Mr Malone meant by ‘compelling evidence’. 

2. The Court believes it is important that the phrase ‘compelling evidence’ was used in the context of a discussion of the use of such evidence before a Court, or in the context of verification of that material, such as obtaining preliminary discovery. Implicit in both scenarios is the necessity that it be verified by an independent review of the evidence. Such interpretation flows from Mr Malone’s qualification that ‘compelling evidence’, as he said, ‘should be reviewed by an independent third party to take them to the next step’ because ‘I didn’t know what [AFACT’s] collection methods [were]’. Mr Malone’s position was therefore clearly stated. That is, he considered that the material, admitted as evidence, might persuade a court of its veracity, but such possibility did not result in the dispensation of that court ruling. Indeed, all of Mr Malone’s evidence on this issue was consistent, namely that it is for an independent third party, such as the Court, to deal with the allegations of infringement, to establish their truth. Mr Malone’s position is exemplified by the following evidence:

Well, the examination they undertook was before the commencement of the proceedings, wasn’t it?---Between July and December we did revert back to AFACT at the point in July and several times afterwards, to say that what you have got here appears to be legitimate from what you are showing to us. Why don’t we go off to a court now, or to the police and get something done about this. As I say in here, we couldn’t jump from allegation to punishment. We don’t have the judicial ability to do that.
...
You assessed it at the time, that is, at a time prior to December, as compelling evidence, didn’t you?---It’s evidence of incidents that were observed by AFACTs investigators, and that they claimed they observed. If that was taken to a court and said, here is what we saw, and subjected to a third party review, I was and still remain of the view that the court would be quite happy to let you take direct action against the clients.
...
And that was based, I suggest to you, on an assessment undertaken by Mr Parkinson and Mr Dalby and reported to you?---No. I have been seeing these notices for over a decade. I know what’s being alleged in here. It’s an allegation of something occurred at this time and this place. My view is then I didn’t observe that occurring. I have no way of assessing if it was true or not. The only person that can verify if it was true was your own investigator, therefore your own investigator should take their evidence which is compelling and take it off to someone else for a third party review.

1. At most, the Court considers that Mr Malone’s reference to ‘compelling evidence’, read in the context in which the words were used, is evidence that Mr Malone accepted that the AFACT Notices established the likelihood that the conduct being alleged was occurring; that he formed such opinion in December 2008; but that nevertheless he remained steadfastly of the belief that until such material was validated by a court the respondent had no sound basis for proceeding upon it against any subscriber. Mr Malone never suggested that the AFACT Notices provided conclusive evidence of infringements. 

Freezone

1. Mr Malone provided evidence of a service that the respondent offers to its subscribers known as Freezone. When a person becomes a subscriber of the respondent, that person does so pursuant a particular plan. Each plan allocates a monthly ‘quota’. This quota, measured in gigabytes, is the amount per month that the subscriber can download on that account (subject to ‘shaping’). Generally speaking, the more costly the plan, the greater the allocation of quota per month. 

2. When an 
 iiNet 
 user exceeds this quota they are ‘shaped’ which means the speed of their connection is slowed to reduce their ability to download because the process of downloading data takes longer. Mr Malone deposed that the respondent was the first ISP in Australia to introduce ‘shaping’ to control excessive downloading instead of imposing excess usage charges, whereby any downloads over quota would incur a fee per megabyte. 

3. However, any data downloaded from the Freezone is not included in the monthly quota of a subscriber. In this sense, an 
 iiNet 
 user can consume unlimited amounts of data from the Freezone per month. Further, an 
 iiNet 
 user is still able to use as much data at maximum speed as is desired per month in the Freezone, even if that subscriber is otherwise shaped for that month. 

4. The respondent has made a number of agreements with various content providers to make their content available on the Freezone. For example, the respondent has made an agreement with Apple iTunes, a major business in the online distribution of media such as music, television programs and films. If an 
 iiNet 
 user buys a television program on iTunes, that television program must be downloaded. It will usually be some hundreds of megabytes which would otherwise count towards monthly quota. Given that the most popular ‘Home’ plan of the respondent is ‘Home 2’ unbundled, which allocates a monthly quota of two gigabytes, it is easy to see that if downloads of iTunes television programs contributed towards quota, the subscriber would not be able to download many programs before reaching the quota and thus having their downloading speed reduced by shaping. The evidence of Mr Dalby demonstrates that, at the time of swearing his affidavit, 38 of the 86 identified films (which includes television programs) were available from iTunes. A significant amount of content appears to be consumed by 
 iiNet 
 users through iTunes. By way of example, on 23 June 2008 49,637 
 iiNet 
 subscribers downloaded content from iTunes through Freezone. 

5. The respondent has also made an agreement with the ABC and its iView website, which allows people to watch ABC programs of their choice online when they choose to, rather than having to watch ABC1, ABC2 or ABC3 in accordance with the scheduling of the network. Unlike iTunes, the television programs on iView are not downloaded: rather they are ‘streamed’ which means that, once watched, the program does not remain on the computer. However, whether content is downloaded or streamed, it will still count as use of quota unless it is in the Freezone. Similarly to iTunes, television programs on iView will be many hundreds of megabytes which could easily cause a viewer to reach their monthly quota. The provision of Freezone essentially allows unlimited viewing of ABC television content for 
 iiNet 
 users. 

6. These examples are not the only content available on Freezone, but the Court considers that they are the most important content available on Freezone for the purposes of these proceedings. It would appear from the evidence of Mr Buckingham (the Chief Financial Officer of the respondent: see [221]) that Freezone is provided to the respondent’s subscribers as a net expense for the respondent. However, as submitted by the applicants, Freezone may well constitute an important promotional tool for the respondent in differentiating its offerings to those of its competitors. 

7. It is submitted by the respondent that the provision of Freezone has the effect of promoting the consumption of legitimate media, which itself has the effect of reducing the amount of copyright infringement occurring. Mr Phillipson, Mr Kaplan and Mr Perry (three of the studio witnesses) gave evidence to the effect that it was their hope that the provision of legitimate means to gain access to copyright material online would reduce the consumption of copyright infringing material. Mr Gane gave similar evidence. 

8. The Court accepts that the provision of Freezone would operate to promote the consumption of media, including media made available by the applicants, in a legitimate way, rather than consumption of that media in a copyright infringing manner. But whether Freezone actually reduces infringements as well as promoting non-infringing behaviour is another matter. Nevertheless, there is a likelihood that it must have had some such effect as the following exchanges with Mr Malone suggests:

Well, that’s a real attraction to somebody who is interested in illegal downloading, isn’t it?---Or legal downloading.
But certainly you would agree it’s a huge attraction to a person interested in illegal downloading of films?---My understanding and belief is that accessing legal legitimate content substitutes for people that would otherwise be downloading illegal material.
Would you agree-see if you can answer my question-you would agree Freezone is highly attractive to a person interested in maximising their bandwidth availability to engage in illegal downloading?---As I just clarified I don’t believe that to be true.
Why wouldn’t it be true?---Because it’s a different segment, it’s a different type of person. People that are sitting there watching iView are not simultaneously watching a different movie.
But they get Freezone anyway under your deal, don’t they?---Yes. But this is a choice of what am I going to watch right now.
...
And they’ve got all the download they’d otherwise paid for, to illegally download, haven’t they?---But they have a finite number of hours in their day, so by watching an ABC episode of Dr Who, they are now watching something that is legal, legitimate and provided for them by 
 iiNet 
 on attractive terms. That’s an alternative to downloading something illegal.

The Court concludes that it is impossible to determine on the available evidence whether Freezone has in fact reduced the amount of infringements occurring and, if so, the extent of any reduction. Nevertheless, the Court finds that it is likely that it would have had some such effect to that end.

1. As the above exchanges also suggest, the applicants sought to argue that Freezone actually had the effect of promoting copyright infringement. An inference arises from the above exchanges that the only non-infringing material available for download is that on the Freezone, the corollary being that downloads other than by way of Freezone must be of copyright infringing material. 

2. The difficulty with the applicants’ submissions is that, as will be discussed below at [239]-[250], the Court does not accept that bandwidth or quota usage can be equated to infringing activity. That is, making available quota as a result of using Freezone does not necessarily promote copyright infringement. The applicants’ submission that Freezone promotes copyright infringement is predicated upon the basis that the only legitimate media that one could consume would be through the Freezone. This is simply not the case, as discussed at [245] below. Further, Mr Malone provided evidence in cross-examination that neither AFACT nor any copyright owner ever suggested that Freezone led to copyright infringement, or asked the respondent to shut down Freezone for that reason. 

3. For these reasons, the Court rejects the arguments of the applicants that Freezone assists copyright infringement.

‘Robot’ notices

1. As well as the AFACT Notices, the respondent has received for many years emails alleging copyright infringement from the United States. Mr Malone has provided evidence that each day the respondent receives up to 350 of such emails. The Court has no evidence before it how these emails are generated, nor of any investigative process underlying the generation of such notices. Consequently, the Court does not find that such emails are reliable evidence of copyright infringement.

Respondent’s witness – Stephen Joseph Dalby

1. Mr Dalby is the Chief Regulatory Officer of the respondent, a position which he has held since 2006. His duties have included the provision of guidance to the various 
 iiNet 
 business departments regarding regulatory issues. Mr Dalby has given a substantial amount of evidence which will be referred to where relevant. For present purposes the primary import of his evidence is of the respondent’s treatment of the AFACT Notices. 

2. The evidence establishes that, within the respondent’s operations, Mr Dalby, rather than Mr Malone, was responsible for dealing with the AFACT Notices. In acting in response to those Notices Mr Dalby worked with Mr Parkinson who was the respondent’s ‘Credit Manager’ and he reported to Mr Dalby on the matter. The applicants seek to challenge the respondent’s failure to call Mr Parkinson. Such issue is dealt with at [216] and following. The Court will consider Mr Dalby’s treatment of the AFACT Notices with the submissions relating to the credit of Mr Dalby, since the submissions on each issue are inextricably linked.

Credit of Mr Dalby

1. The applicants submitted, as with Mr Malone, that Mr Dalby was an unreliable witness, and that his evidence should not be relied upon except where it contradicted his interests or was otherwise corroborated. 

2. There are three distinct issues which are submitted to undermine the credit of Mr Dalby as a witness. The first concerns alleged material factual oversights in the preparation of his affidavit regarding his treatment of the AFACT Notices; the second relates to his professed difficulty understanding certain aspects of those Notices; and the third regards his reference to (or rather lack thereof) the Telco Act defence.

PREPARATION OF AFFIDAVIT

1. The applicants submit that Mr Dalby provided an affidavit which, for two reasons, was likely to give a misleading impression to the Court concerning the receipt by the respondent of the AFACT Notices. Firstly, it is claimed that Mr Dalby never gave the impression in his affidavit that he had no intention of complying with the AFACT Notices irrespective of the amount of information AFACT provided in those Notices; and secondly that he gave the false impression in his affidavit that he and Mr Parkinson had determined the respondent’s response to the AFACT Notices themselves, without mentioning that there were communications between Mr Dalby and Mr Parkinson and other ISPs that were part of the ‘diss_connect’ group. 

2. The diss_connect group was an email list set up by the Internet Industry Association (‘IIA’), the industry group for the internet industry. The Court rejected an application for such group to intervene in these proceedings on 26 November 2009: see Roadshow Films Pty Ltd v 
 iiNet 
 Limited (No. 2) [2009] FCA 1391. The email list was set up for interested ISPs to share information regarding interactions with rights holders and copyright issues. Major ISPs represented in the list included the respondent, Telstra, Optus, Internode and AAPT. 

3. As to the first issue, the Court rejects the applicants’ characterisation of Mr Dalby’s affidavit as misleading. He specifically said in such affidavit at [88]:

As a result of the issues referred to above, namely:
(a) the problems with the identification of 
 iiNet 
 account holders;
(b) not understanding all of the information in the AFACT Letter; and
(c) the nature of the demands made by AFACT,
I decided that 
 iiNet 
 was not in a position to take any direct action against its subscribers based on the information contained in the AFACT Letter. To me, it was a straightforward decision as to my mind there were a lot of issues that made compliance with AFACT’s demands unreasonable or impossible.

There was further evidence in his affidavit of his attitude on this issue at [91], but that portion of the affidavit was objected to on hearsay grounds and on this basis was rejected by the Court. Further, in the last email referred to by Mr Dalby in his affidavit that was sent to AFACT in regards to their notices on 12 August 2008, Mr Parkinson wrote:

...
 iiNet 
 will not take the responsibility of judge and jury in order to impose arbitrary and disproportionate penalties purely on the allegations of AFACT...
AFACTs irrelevant assumption that 
 iiNet 
 has “no shortage of technically qualified employees...” is simply pointless. 
 iiNet 
 is not a law enforcement agency and has no obligation to employ skilled staff in pursuit of information for AFACT. AFACT is in no position to make such comment and it achieves nothing. If AFACT is not willing to invest its own resources to protecting [sic] its rights using the correct channels available 
 IiNet 
 [sic] is not going to.

The latter paragraph was written in reply to AFACT’s answer to the respondent’s first response to the first AFACT Notice. In the first response, the respondent’s letter stated that Mr Parkinson did not understand some aspects of the AFACT Notices. Consequently, it was clear by the respondent’s second response to AFACT that the respondent would not comply with AFACT’s demands, irrespective of the level of detail included, or what explanation was provided. The Court finds that by including such evidence in his exhibit Mr Dalby made his position clear. The Court rejects the submission that Mr Dalby’s credit is undermined because he did not spell out such point with exact words in the text of his affidavit. There was text to that end in the affidavit and the exhibited emails made the respondent’s, and Mr Dalby’s, position quite clear.

1. As to the second issue, the applicants are correct in stating that Mr Dalby’s affidavit does not describe the complete history of communications made between either himself or Mr Parkinson and the diss_connect group. However, this does not lead the Court to a finding that Mr Dalby’s credit is adversely affected. 

2. It was clear from Mr Dalby’s affidavit that discussions were held between Mr Parkinson and Mr Dalby and other members of the diss_connect group at the time of drafting the respondent’s response to the AFACT Notices. As mentioned, Telstra was a member of the diss_connect group and Ms Perrier was the Telstra representative. She distributed to the group a proposed draft ‘straw man’ response to the AFACT Notices. Such email and letter were exhibited to Mr Dalby’s affidavit. This was evidence of collaboration between the members of the diss_connect group. Mr Dalby specifically explained at [34]-[43] of his affidavit (though some parts were rejected following objections) the broader context of the diss_connect group discussions in dealing with AFACT in 2008. In light of this, it was not necessary for Mr Dalby to mention each and every communication between himself and Mr Parkinson and the diss_connect group. The Court does not accept that Mr Dalby sought to mislead the Court in the preparation of his affidavit on the key issue of the respondent’s response to the AFACT Notices. 

3. As a separate ground to attack Mr Dalby’s credit, the applicants relied upon Mr Dalby’s answers to questions relating to a ‘blog’ published by the CEO of a competitor ISP. The evidence established that Mr John Linton of Exetel had published a blog which was hyperlinked to an email sent by Mr Parkinson to the diss_connect group on 9 July 2008. Such blog described Exetel’s response to the AFACT Notices it was receiving. Mr Dalby repeatedly denied, in response to at least eight different questions, having read such blog. In explanation, Mr Dalby provided the following evidence regarding Mr Linton, ‘I don’t agree with his opinions and therefore was very unlikely then and now, to read his blog’ and ‘I don’t get my education on these sorts of matters from Exetel and wouldn’t ever seek to do so’. There is evidently antipathy between Exetel and the respondent, but such issue is irrelevant to the current proceedings. As to the specific factual issue of whether Mr Dalby read Mr Linton’s blog, based on such evidence the Court is not satisfied that Mr Dalby did so.

LACK OF UNDERSTANDING OF AFACT NOTICES

1. The applicants submit that Mr Dalby was misleading the Court when he suggested that he did not understand aspects of the DtecNet Notices and that for this reason there was not compliance by the respondent with such Notice’s demands. Before engaging with such issue it is important to set out the factual history, although this may involve some repetition of facts referred to previously. 

2. The first AFACT Notice was sent to the respondent on 2 July 2008. The second was sent the next week on 9 July 2008. The third was sent on 16 July 2008. The first two letters were sent with a CD accompanying the letter which contained the spreadsheet attached to the letter in electronic form. From the third letter onwards the letters were accompanied with a DVD containing the electronic version of the spreadsheet as well as the underlying data gathered by DtecNet discussed above at [113]. 

3. The first email sent in response to the AFACT notice of 2 July 2008 was sent by the respondent on 25 July 2008. In this email Mr Parkinson made clear that certain words contained in the spreadsheets were not understood. Mr Dalby deposed in his affidavit that there were certain concepts related to the AFACT Notices and data attached which he did not understand at that time. 

4. The Court accepts that it is entirely possible that Mr Dalby did not understand the technical language used in the spreadsheet, and that Mr Parkinson did not either. The Court accepts that Mr Dalby might have known broadly what the letters alleged, but that does not mean he understood the precise technical nature of what was alleged, the terminology used, nor the implications, specific to the BitTorrent protocol, especially in view of the vast quantity of data which accompanied each AFACT Notice. 

5. Upon receipt of a reply on 29 July 2008 from Mr Gane and AFACT to the respondent’s letter of 25 July 2008 suggesting that the respondent ought to be able to understand the AFACT Notices, a second letter was drafted by Mr Dalby and Mr Parkinson. This letter sent by email on 12 August 2008 suggested that, as extracted above at [199], the respondent would not be acting on such Notices even if it did understand them. The sequence of first and second letter, and the different considerations underlying each was plainly set out in the affidavit and exhibit. That is, the second letter made clear that Mr Parkinson’s (and thus Mr Dalby’s) inability to understand the contents of the AFACT Notices was not the only reason why the respondent would not be complying with AFACT’s demands. Consequently, it could not be said that Mr Dalby suggested that difficulty in comprehension was the only reason why AFACT’s demands were ignored. The Court does not believe that the applicants’ assertions reflect adversely on Mr Dalby’s credit. 

6. A distinct issue arises, that being whether Mr Dalby and Mr Parkinson appreciated, following receipt of the third notice, that the DVD which accompanied each AFACT Notice contained the underlying data gathered by the DtecNet Agent. The evidence on this issue is inconclusive. It was clear from Mr Dalby’s affidavit and cross-examination that he knew that the CD accompanying the first letter only contained the spreadsheet in electronic form. It appears that it was brought to his attention that there was a DVD, rather than a CD, attached to the third letter, but it is not clear whether that letter was read in detail, and whether Mr Dalby and Mr Parkinson understood that the subsequent AFACT Notices contained information additional to that previously supplied. It appears that Mr Dalby had formed a view by that stage that even if the AFACT Notices did contain more information, it was not the respondent’s task to interpret it, and this would explain his command to Mr Parkinson not to attempt to analyse the DVD attached to the letter. 

7. The applicants rely upon a further matter which they claim goes to Mr Dalby’s credit. Mr Gane of AFACT was cross-examined upon the adequacy of the information provided by the AFACT Notices. The applicants submit that Mr Dalby had made the decision not to comply with the AFACT Notices irrespective of the information supplied. The applicants submit therefore that the cross-examination of Mr Gane on this subject was wholly inconsistent with Mr Dalby’s intention not to respond and this reflects adversely upon Mr Dalby’s credit. 

8. Whether it was fair for Mr Gane to be so cross-examined is irrelevant to Mr Dalby’s credibility. The actions of counsel for the respondent in cross-examining an applicants’ witness on subject matter which was inconsistent with Mr Dalby’s evidence cannot impact on Mr Dalby’s credibility. The applicants’ submission is, in any event, misconceived. Two distinct issues arise. The first is whether the AFACT Notices objectively provided sufficient information for someone reading them to understand them. The second was whether this was the reason Mr Dalby chose not to comply with the demands made in those letters. It is possible for both propositions to be answered in the negative. That is, the Notices did not provide sufficient explanation to interpret them and nevertheless this was not the reason the respondent eventually chose not to comply with them. 

9. The Court is unable to conclude whether Mr Dalby ultimately acquired a proper understanding of the AFACT Notices. However, as events unfolded, this fact became irrelevant for the respondent as it made plain that it would be taking no action in response to AFACT’s claims.

TELCO ACT ISSUE

1. The Court has considered the submissions of the applicants on the final issue regarding Mr Dalby’s credit, that being whether his credit is weakened because he conceded that the Telco Act defence was not ‘in [his] mind’ at the time of drafting the respondent’s response to the AFACT Notices. 

2. The Court does not understand how such issue reflects adversely against Mr Dalby’s credit. Mr Dalby did not discuss the Telco Act defence in his affidavit. He did mention the Telco Act in his affidavit, but not in the context of the Telco Act defence. If Mr Dalby was dishonest, it could be expected that he would say the opposite, that is, that he did think that the Telco Act prohibited him from acting on AFACT’s demands. However, he never made such assertion, which operates in favour of finding for his honesty, not against it. 

3. The respondent has made clear that, on its submission, from the perspective of the law of authorisation, the Telco Act defence does not require it to have been in the minds of anyone in the respondent’s employ at the time of dealing with the AFACT Notices. This issue is considered later in the judgment in Part E2. 

4. The Court finds that Mr Dalby has provided consistent evidence and there is no untruthful or misleading evidence of the kind relied upon by the applicants. The Court makes similar findings to the credit of Mr Dalby as it did of Mr Malone. Mr Dalby’s demeanour was of a person who believed absolutely in the truth of what he was saying. The Court rejects the attack on Mr Dalby’s credit.

Submissions regarding the respondent’s failure to call more witnesses

1. The applicants submit that the respondent’s failure to call Mr Parkinson, as well as any technical staff of the respondent, such as Mr Bader or Mr Yerramsetti (a Development Manager of the respondent), has resulted in insufficient evidence or less reliable evidence being put before the Court than should have been the case. 

2. As to Mr Parkinson, the Court can draw no inferences from his failure to be called. In Apand Pty Limited v The Kettle Chip Company Pty Limited (1994) 62 FCR 474 at 490 the Full Court stated:

In our opinion the principle of Jones v Dunkel would not be of assistance in these circumstances where, although the opinions and conduct of lesser officers of the appellant contributed to the decision-making process carried out by Mr Ballard and Mr Reeves on behalf of the corporation, the latter gave evidence of the decision they made and their reasons for doing so.

The respondent called Mr Dalby who was Mr Parkinson’s superior. Although the letters to AFACT on behalf of the respondent were signed by Mr Parkinson, it was clear that Mr Dalby had oversight and responsibility for responding to AFACT. The Court draws no inference regarding Mr Parkinson not being called.

1. Similarly, the Court draws no inference regarding the failure of persons being called regarding the Westnet policy. As already explained above at [151]-[154], the Court does not believe that the Westnet policy was relevant for the current proceedings since Westnet never received any AFACT Notices, nor did it have any intention of acting on notices of infringement beyond passing them on to its subscribers. Both matters are crucial for the current proceedings. 

2. The Court draws no inference from the respondent not calling its expert witness on technical matters, Dr Caloyannides. Much of his evidence was relevant to the claim (abandoned by the applicants before the hearing commenced: see [14] above) which alleged that the respondent directly infringed copyright by making copies of the applicants’ films. Much of the remainder of his evidence was relevant to issues which were adequately covered by Mr Carson and Mr Lokkegaard. 

3. The Court draws no adverse inferences because the respondent did not call any technical staff. The Court considers that Mr Malone’s technical background, as well as his ability to consult technical staff in the production of his affidavit, was sufficient to provide evidence of technical issues.

Respondent’s witness – David Buckingham

1. Mr Buckingham is the Chief Financial Officer of the respondent and as such he is a member of the executive committee of the respondent and reports directly to Mr Malone. As Chief Financial Officer he has the responsibility for the respondent’s financial performance, including management and reporting. 

2. Mr Buckingham is responsible for the preparation of the respondent’s external financial reports including a half-year financial report and annual report as well as monthly reporting. A significant amount of confidential financial information has been exhibited to Mr Buckingham’s affidavit. 

3. Mr Buckingham’s primary evidence before the Court relates to the financial aspects of the respondent’s business. Mr Buckingham was not cross-examined by the applicants. However, the applicants have challenged certain aspects of his evidence in their closing submissions and such matters are dealt with hereunder.

The respondent’s financial interests – ‘The 
 iiNet 
 business model’

1. One key issue in these proceedings was whether, as repeatedly submitted by the applicants, it was in the respondent’s financial interests to have the 
 iiNet 
 users infringing and using ever larger amounts of their quota. 

2. It is instructive to extract Mr Buckingham’s affidavit evidence on this point:

The profitability to 
 iiNet 
 of each individual customer is contributed to by the extent of that customer’s usage of bandwidth in relation to the plan to which that customer subscribes... 
...I consider that the examples (and the financial data upon which they are based) demonstrate that the most profitable customer for 
 iiNet 
 is the customer who signs up for a large quota (and pays the higher subscription fee for the large quota) but does not use it.
The examples shown above also indicate the high volatility, in terms of financial performance for 
 iiNet 
, of customers who subscribe to high quota plans. It is beyond the control of 
 iiNet 
 how much of their quota customers use. On the high quota plans, the extent of the customers’ usage of the available high quota makes a very significant difference to EBITDA to 
 iiNet 
 in respect of that customer. The ideal customer from 
 iiNet 
’s perspective is a customer who enrols in Home 2, Home 3, Home 4 or Home 5 plan (which do not have the financial volatility of the very high quota plans) and who does not use more than the average amount of the quota available to them...Home 6 and Home 7 plan customers are not the ideal customers, despite the high subscriber fees paid by them, by reason of the potential significantly higher costs if they use the full amount of their quota.

1. The applicants submit that the confidential evidence of Mr Buckingham demonstrates that gross margins and EBITDA (earnings before interest, tax, depreciation and amortisation) are higher for higher plans, that is, the respondent derives more revenue from higher plans. 

2. Such submission is correct, but it overlooks two factors. The first is that such submission does not alter the fact that volatility of revenue per subscriber may well be an important business consideration for the respondent. It is instructive to compare two ‘Home’ plans. While such plans are not the only plans available from the respondent, the Court considers them to be a useful sample. Although the underlying data is confidential it is necessary to refer to it in order to demonstrate the point. 

3. An unbundled (that is, provision of the internet only) Home 3 plan and an unbundled Home 7 plan (the plan Mr Herps signed up to) will be compared. Under the Home 3 plan, fixed costs (for example, port allocation, support costs and variable on-costs which are largely fixed per account) account for 39.9% of revenue. Variable costs (bandwidth, calculated by multiplying the raw cost per gigabyte by the number of gigabytes allocated by each plan) are a mere 5.7% of revenue. Therefore, the costs of the plan are highly predictable and stable. Under the Home 7 plan, fixed costs account for 16.6% of revenue and variable costs account for 55% of revenue. This disparity may result in a situation in which costs on an account by account basis are highly variable and unpredictable. A subscriber may use very little quota, equally they may use a vast amount, significantly reducing profitability. 

4. The evidence clearly indicates that the relatively more profitable accounts, on an account by account basis, are the lower bandwidth accounts. Potential profit over revenue (an approximate measure of profitability) could vary between 83.5% to 28.4% under the Home 7 plan (the difference between using all or none of the bandwidth allocated), but the range would only be 60.1% to 54.4% in relation to the Home 3 plan. Therefore, while it is possible for a Home 7 plan to be relatively more profitable (if no bandwidth is used) than Home 3, it is far more certain that the Home 3 plan will be more profitable. Certainty of profitability and therefore income is obviously a highly important consideration for a business. The Home 7 plan may produce more absolute revenue to the respondent even if it is not more profitable, but that is not the only relevant consideration. 

5. The applicants simultaneously submitted that one need not consider Mr Buckingham’s evidence on the issue given the evidence of Mr Malone. The applicants submit that Mr Malone’s evidence indicates that there is a simple financial interest for the respondent in the 
 iiNet 
 users infringing and consuming ever larger quantities of bandwidth. However, the Court finds that, at best, Mr Malone conceded that revenue was greater the higher the plan, but as much has been demonstrated above. Mr Malone stressed the distinction between profit and revenue:

But by the same token, you are not in a position to earn more revenue by offering higher quotas unless you actually acquire more bandwidth yourself?---Revenue and profit are not the same in this context. Yes.
But the ideal outcome for the business, is it not, is to push people on to the highest plans, to pay more, but not use all the bandwidth that they offer?---From a profitability point of view, yes, that is correct.
...
And it’s in your interests, isn’t it, to sell more and more higher quotas; isn’t it?---No.
That’s where your revenue comes from?---Yes.
It’s in your interests to sell higher quotas because you get more money, don’t you?---But not more profit.
Whether you get more profit depends on how much of the quota is used, isn’t it?---Yes.
But in a perfect world, maximising sale of quota which is not used, leads to maximum profit; correct?---Yes.

1. These extracts and portions in bold demonstrate that Mr Malone was at pains to emphasise the same point as Mr Buckingham, namely that profitability depends on the bandwidth used by 
 iiNet 
 users. Even if Mr Malone’s evidence suggests to the contrary and contradicts the evidence of Mr Buckingham, the Court prefers the evidence of Mr Buckingham, given that he produced evidence of the actual financial data of the respondent. 

2. Ignoring the aspect of profitability and looking at raw revenue, the Court accepts that higher plans generate more revenue. However, it is important to bear in mind the applicants’ contention. They argue that it is in the respondent’s interests to have its subscribers using ever increasing amounts of bandwidth, increased bandwidth being assumed to lead to increased infringement (erroneously, as discussed below at [239]-[250]). The answer, on the evidence, is that it is in the respondent’s interests to have 
 iiNet 
 users consuming ever increasing amounts of bandwidth, but with an important qualification. 

3. It is clearly in the respondent’s interests to have its subscribers using greater amounts of bandwidth, but only if that greater amount of bandwidth usage correlates with larger numbers of subscribers moving up to more expensive plans. If subscribers use ever increasing amounts of bandwidth but remain on their existing plan and do not upgrade their plan, this would operate against the respondent’s financial interests. It simply cannot be assumed that subscribers will upgrade to higher plans even if they regularly reach their quota, given that, of the Home plans (unbundled and otherwise) 1% of the respondent’s residential subscribers are on Home 7, 3% on Home 6, 17% on Home 5, 14% on Home 4, 30% on Home 3, 29% on Home 2 and 4% on Home 1 (the numbers are rounded and accordingly do not reconcile exactly to 100%). That is, there are barely more subscribers on Home 4-7 plans combined than there is on the low quota Home 2 or 3 plans individually. 

4. This evidence does not suggest that a substantial number of subscribers are being persuaded to take up more expensive and higher quota plans. It certainly does not suggest that the respondent is yielding a substantial proportion of its revenue from subscribers on high quota plans. 

5. Further, of the RC-20 accounts, only half of the subscribers moved up to a higher plan in the period examined, and one of those ten subsequently downgraded back to their original plan. That is, less than half of the group that would be expected to be the prime group to demonstrate that it was in the respondent’s interests for people to infringe, acted in the respondent’s interests by upgrading their plans. In contrast, of those 20 subscribers, 15 used up their full monthly quota regularly, suggesting that they were not ideal subscribers from the respondent’s perspective given that they used all their quota, making them the least profitable subscribers within their particular plan. This example of 75% of the group regularly reaching 100% of the monthly quota can be compared with the average monthly usage of quota of 38% across all accounts on Home plans. In summary, at least compared to the small sample group of infringers the Court has before it, infringers do not seem to be the ideal subscribers from the respondent’s financial perspective. 

6. The applicants also point to the fact that the respondent makes it easier to upgrade plans, rather than downgrading plans (by charging to downgrade but not upgrade), as well as its suggestion to subscribers via email to consider upgrading their plan when they reach their quota, as evidence of it being in the respondent’s commercial interest for the 
 iiNet 
 users to infringe and consume more bandwidth. 

7. The Court does not consider that such claim is established. It may be assumed, as already found, that it is in the respondent’s interests for subscribers to use more bandwidth if it leads to them upgrading their plans. But, as the evidence demonstrates, this does not necessarily occur. Further, it would be in the respondent’s interests for subscribers to move to high plans whether infringements were occurring or not occurring. From a financial perspective, the respondent is indifferent as to the use made of bandwidth. If, as the evidence suggests, those that do infringe do not always upgrade, but usually do consume all their quota each month, then such users are again not, from a financial perspective, the preferred subscriber for the respondent. 

8. In conclusion, the applicants have not made out their proposition that it is in the interests of the respondent either to have the 
 iiNet 
 users using ever increasing amounts of bandwidth, or that it is in the respondent’s interests to have the 
 iiNet 
 users infringing. 

Is ‘bandwidth’, ‘downloading’ or ‘quota use’ necessarily infringing?

1. One of the more adventurous submissions the applicants appeared to make in these proceedings was that bandwidth, downloading or quota usage by 
 iiNet 
 users could be considered synonymous with copyright infringing behaviour. 

2. To so conclude, two propositions would have to be accepted. First, the Court would have to accept that the vast majority of BitTorrent usage infringes the applicants’ copyright. Secondly, the Court would have to accept that the vast majority of the bandwidth used by the respondent’s subscribers was related to BitTorrent usage. Such propositions might have had weight in relation to the Kazaa system and Mr Cooper’s website in Kazaa and Cooper [2005] FCA 972; 150 FCR 1 (as discussed further below at [362] and [363] respectively), but they do not apply in the present circumstances. 

3. As to the first and second proposition, the acceptance of Mr Malone of the following suggestion, put at various times in the proceedings, should be noted:

At the time of first receipt of the AFACT notices, you understood, that is in the middle of 2008, as you have agreed, or assessed, that more than half by volume at least, traffic over your service was represented by BitTorrent downloads or uploads?---Yes.

Mr Malone also accepted that a significant proportion of such downloading or uploading would comprise material which infringes copyright. The Court accepts that this is a possibility, but is not persuaded merely by the evidence of Mr Malone that this is established, simply because there is no possibility factually that either Mr Malone or anyone else could conclusively know that. The Ipoque reports on internet traffic tendered by Mr Gane regard BitTorrent traffic flowing across the internet in general, not the makeup of that traffic specifically. There is simply no evidence before this Court of the extent of BitTorrent traffic which involves infringing material and, more importantly, what proportion of that traffic involves material infringing the copyright of the applicants. 

1. There is evidence before the Court of examples of the use of BitTorrent that is legitimate, that is, use that does not infringe anyone’s copyright. One example is the distribution of media, for example games such as World of Warcraft (a highly popular game with many millions of players) and television programs, such as Joost. The operating system Linux (an open-source competitor to Microsoft Windows) is also distributed by means of BitTorrent. While these examples are unlikely to account for a large proportion of BitTorrent traffic, they will constitute some proportion of that traffic. 

2. Secondly, even if the Court was to assume (for the purposes of this analysis only) that the predominant use of the BitTorrent system is to infringe copyright, as was found of the Kazaa system and Mr Cooper’s website, there is no evidence of the proportion of traffic which involves the infringement of the applicants’ films. There is much other infringing media that could be shared via the BitTorrent system. For example, exhibit RR, which was a print out of a section of The Pirate Bay website (submitted to be a major source of .torrent files relating to infringing content) includes, as part of its search function, the ability to search only specific types of media, such as ‘Audio’, ‘Video’, ‘Applications’, ‘Games’ and ‘Other’. Only one of these media types represents the copyright material of the applicants. Even within ‘Video’, there are many kinds of videos which could be searched that would not be owned by the applicants, such as pornographic videos. A quick glance over the ‘Search Cloud’ (which would appear to be the frequently searched terms on The Pirate Bay) suggests that while some of the search terms relate to the applicants’ material, most do not. Most appear to relate to games, computer applications, pornographic material and audio, none of which constitutes subject matter owned by the applicants. 

3. Therefore, even making the assumption that all BitTorrent traffic relates to infringing material (again, for the purpose of this analysis), the Court can make no findings that the majority of that traffic necessarily relates to the applicants’ films and television programs. The proceedings before the Court relate to the infringement of the applicants’ copyright, not the infringement of copyright in the abstract: see WEA International Inc and Another v Hanimex Corporation Ltd (1987) 17 FCR 274 (‘Hanimex’) at 288. The respondent must authorise the infringement of the applicants’ copyright for their claim against the respondent to succeed. While there can be no doubt that infringements of the applicants’ copyright are occurring by means of the BitTorrent system, there is insufficient evidence before the Court to determine whether infringement of the applicants’ copyright is the major, or even a substantial, part of the total BitTorrent traffic. This should be contrasted with Kazaa and Cooper [2005] FCA 972; 150 FCR 1 when the applicants in those proceedings were music companies and, as a matter of fact, it was known that Mr Cooper’s website was being used almost exclusively for infringing music files (after all, it was called www.mp3s4free.net) and the Kazaa system appeared to be used for, or was considered by its users to be, ‘a free music downloading search engine’: see Kazaa at [151]. That is, the means by which the infringements occurred in those proceedings were clearly being predominantly used to infringe the applicants’ copyright in those proceedings. The evidence is not the same in these proceedings. 

4. There is ample evidence before this Court of material which uses significant amounts of bandwidth or quota which is not infringing. Further, there is evidence that most of that material is outside the Freezone. For example, there is evidence that Channels 10, 9, 7 and SBS all allow streaming of television programs or parts of television programs from their websites. As mentioned, the ABC does so also but its content is within the Freezone. Foxtel, TiVo and Telstra Bigpond allow film and television program downloads/streaming. These are, of course, not the only examples. There are too many to list. But they do provide evidence which destroys the applicants’ characterisation of bandwidth, quota usage or downloading as necessarily or frequently constituting copyright infringing activity. 

5. The Court notes the following increasingly exasperated responses by Mr Malone on this issue in his cross-examination:

But you have no policy which suggests to customer service representatives that they should discourage any use of BitTorrent client; that’s correct?---Yes.
And or even discouraging any downloads using BitTorrent; there’s no policy in relation to that, is there?---Downloading by BitTorrent is not in itself an offence.
...
But still have all the bandwidth they paid for available for downloading?---Yes.
Well, that’s a real attraction to somebody who is interested in illegal downloading, isn’t it?---Or legal downloading.
...
But you promote as a benefit of Freezone as freeing up customer’s quota for, amongst other things, downloading, don’t you?---Yes, but not all downloading is downloading of illegitimate material or movies, there’s plenty of other things to download on the internet.
...
Unauthorised downloaders are the sort of customers who need more and more bandwidth; you agree?---No. I think again you’re trying to paint all downloads as illegal.

Mr Malone said in re-examination:

And when one uses the internet, what is-what are the things one could be doing when one is downloading?---Receiving an email, browsing the website, on-line gaming, watching television, listening to the radio, downloading a file, the list-VPNs to businesses, downloading files from work, the list is endless.

1. The Court has specific examples of subscriber accounts which are alleged to have infringed the applicants’ copyright in the RC-20 accounts. Schedule 1 of the respondent’s closing submissions demonstrates that, on the evidence before the Court, it is impossible to conclude that even a substantial amount of monthly quota of those subscribers was being used to infringe the applicants’ copyright. 

2. The applicants submit that Schedule 1 is unreliable because three of the RC-20 accounts were Naked DSL plans. Uploads as well as downloads count toward quota on Naked DSL plans. While it is possible on the evidence to know how much each RC-20 account subscriber has downloaded in respect of each film, it is impossible to know the extent of the uploading. Consequently, it is submitted that the Naked DSL subscribers might have used much of their quota uploading, which would not be displayed in Schedule 1. 

3. The Court accepts this submission. However, even ignoring those three accounts, the point is still made by Schedule 1 that on the evidence before the Court in relation to the RC-20 accounts generally, in most cases less than 10% of monthly quota was being used to infringe the applicants’ copyright. Even assuming that the applicants are correct in their submission that this does not represent the total amount of infringement of the applicants’ copyright being carried out by these 
 iiNet 
 users, the total amount of infringement of their copyright would have to be substantially greater than what has been led in evidence in relation to these users to demonstrate that even a majority of that quota was used for the purpose of infringing the applicants’ copyright. 

4. The above analysis is not intended to be dismissive of the infringer’s conduct. However, it demonstrates that the claim made throughout these proceedings that bandwidth usage or downloading is somehow necessarily, predominantly or even significantly copyright infringing, is simply not established on the evidence. The Court finds the applicants’ attempt to cast a pall over internet usage, such that it is assumed to be infringing, unless otherwise shown, is unjustified. The Court does not find that there is any evidence that the majority or even a substantial usage of the bandwidth allocated by the respondent to its subscribers relates to the infringement of the applicants’ copyright.

Proof of infringement – catalogue vs identified films

1. Following from the judgment in this matter in Roadshow Films Pty Ltd and Others (ACN 100 746 870) v 
 iiNet 
 Limited (ACN 068 628 937) [2009] FCA 332; (2009) 81 IPR 99 (‘Roadshow No. 1’) the Court divided these proceedings into a determination of liability (this judgment) and quantum of relief. Also in that decision the Court rejected at [52]-[54] a motion of the respondent to confine this hearing only to the 86 identified films for which copyright ownership and subsistence was specifically pleaded. 

2. In making such decision the Court was concerned to ensure that, should liability be established, the applicants would be able to seek relief in relation to the entire catalogue of their films after proving infringement in relation to the more specific 86 identified films. However, this procedure gave rise to an unanticipated complication in these proceedings in that the applicants provided evidence before the Court of alleged infringements involving both catalogue and identified films. Nevertheless the Court does not consider that the issue is of any real importance. As will be made clear by Part D of this decision, there is sufficient evidence of infringement to make a finding that 
 iiNet 
 users have infringed the applicants’ copyright irrespective of whether evidence of infringements relating to catalogue films is considered.

PART D: PRIMARY INFRINGEMENT
1. The Court accepts that copyright subsists in, and the applicants own (or are the exclusive licensees of) the copyright in the 86 identified films. The Court accepts that these films are cinematograph films as defined in s 10 of the Copyright Act. 

2. The Court accepts that, pursuant to ss 115(1) and 119(a) of the Copyright Act, the applicants, as owners and exclusive licensees of the 86 identified films, have the right to bring this action for copyright infringement. 

3. Section 101 of the Copyright Act states that:

(1) Subject to this Act, a copyright subsisting by virtue of this Part is infringed by a person [the respondent] who, not being the owner of the copyright, and without the licence of the owner of the copyright, does in Australia, or authorizes the doing in Australia of, any act comprised in the copyright.

1. As a prelude to any finding of authorisation by the respondent, a finding must be made that copyright infringing acts were committed by persons that were authorised by the respondent. As much was made clear by Gummow J in Hanimex at 287-288 where his Honour found that one does not authorise actions in the abstract. Rather, one must authorise particular acts which have to be proven before a Court. This is what is known as ‘primary’ infringement. 

2. In general, the respondent has conceded that there have been primary infringements committed by 
 iiNet 
 users. However, it argues that the Court must undertake a close analysis of the character and scope of those infringements. In order to do so, a detailed analysis of the statutory provisions in the Copyright Act is necessary.

The authorisation of acts, not of persons

1. As a brief aside, one issue should be referred to at this point. The applicants place significant weight in the fact that authorisation must be authorisation of acts, not of people. They cite the wording of s 101 of the Copyright Act, particularly the following part: ‘...authorizes the doing in Australia of...any act comprised in the copyright’ [emphasis added]. 

2. Based upon such text, the applicants argue that there is no need for them to prove the exact identities of any person who is directly infringing. Consequently, they claim that it is not necessary for them to prove that the respondent authorised a particular person or persons to carry out an act that is copyright and rely upon Kazaa and Cooper [2005] FCA 972; 150 FCR 1 which proceeded upon the basis that the identities of the primary infringers were unknown. However, the applicants’ interpretation of the statute, namely that they need only prove that the respondent authorised particular acts, can be misleading. 

3. While one may authorise an act, those acts are done by people: that is, there can be no doubt that there must be primary infringement by a legal person or persons. A computer cannot infringe copyright. A computer can aid in the infringement of copyright; indeed a computer is essential in order to infringe much copyright, such as the right to ‘electronically transmit to the public or ‘make available online’ to the public. However, this must not distract from, and the focus on acts authorised must not lose sight of, the fact that the respondent, to breach copyright, must authorise infringing acts done by a person or persons. 

4. For example, the cinematograph film copyrights referred to in the Copyright Act are the right to copy the film s 86(a), to communicate the film to the public s 86(c) and to cause the film to be seen and/or heard in public s 86(b). All such acts must be done by legal persons, even if, strictly speaking, they are brought about by technical means. Further support for such proposition is seen in s 101(1A)(b) of the Copyright Act which states: ‘the nature of any relationship existing between the person [the respondent] and the person who did the act concerned’ [emphasis added]. See also the decision of Gummow J in Hanimex at 287 in which his Honour found ‘it has not even been shown that there has been any unauthorised reproduction by any particular person of any of the sound recordings in which the applicants hold copyright’ [emphasis added]. Such finding suggests that his Honour believed that the relevant primary infringement must be committed by a person. 

5. Further, the applicants’ construction of the Copyright Act ignores the finding of Wilcox J in Kazaa at [358] where his Honour said ‘[t]he authorisation referred to in s 101(1) extends only to direct authorisation, by a potential defendant, of the person who performs the infringing acts’ and at [415], ‘[t]here is no evidence as to the identity of the particular Kazaa user or users who made available for sharing, or downloaded from another user, each of the defined recordings. However, somebody must have done so’ [emphasis added]. These statements suggest that a party such as the respondent must authorise persons, not acts. 

6. Therefore, while s 101 states that the respondent must authorise acts, and not people, this proposition is of no consequence when it is understood that those acts must be done by persons. Whether or not the respondent must authorise acts is accordingly not germane. As will become apparent, such perspective is an important one to keep in mind when considering whether or not activities constitute primary infringement.

Nature of the primary infringements

1. There has been extensive argument in these proceedings regarding the nature of the primary infringements which have occurred. This is notable, as it appears that argument was not so extensive before their Honours Wilcox J and Tamberlin J in the Kazaa and Cooper [2005] FCA 972; 150 FCR 1 proceedings respectively, given the brief manner in which their Honours addressed the issue in their decisions. Indeed, their Honours’ judgments treat the proof of primary infringement as virtually an assumed conclusion. Such approach may be appropriate in some circumstances, but not in all. Since authorisation is predicated upon copyright infringing acts occurring, the nature and extent of those acts must be ascertained. 

2. The respondent virtually conceded that proof of primary infringements would be made out by the applicants but argued that it is essential that the Court identify those primary infringements in respect of which the applicants have led evidence. The Court agrees. A finding of the character of the primary infringements committed by the 
 iiNet 
 users is necessary for two reasons. The first reason is to establish whether the respondent authorised those specific acts and persons. The second reason is because the nature and extent of the primary infringements will be relevant to the scope of the relief available to the applicants, should the respondent be found to be liable for those primary infringements because it authorised them. 

3. As mentioned, s 101 of the Copyright Act states that one will infringe copyright where one does an act that is copyright in relation to a subject matter without the licence of the copyright owner or exclusive licensee. The relevant copyright acts in relation to the applicants’ cinematograph films are found in s 86 of the Copyright Act. Such section relevantly states:

For the purposes of this Act, unless the contrary intention appears, copyright, in relation to a cinematograph film, is the exclusive right to do all or any of the following acts:

(a) to make a copy of the film;
(b) ...
(c) to communicate the film to the public.

Section 86(c) is often referred to as the ‘communication right’. It was adopted into the Copyright Act pursuant to the Copyright Amendment (Digital Agenda) Act 2000 (Cth) (‘Copyright Amendment (Digital Agenda) Act’).

1. The term ‘communicate’ is relevantly further defined in s 10 of the Copyright Act:

communicate means make available online or electronically transmit (whether over a path, or a combination of paths, provided by a material substance or otherwise) ... other subject matter...

1. A further provision of relevance is s 14 of the Copyright Act which relevantly states:

(1) In this Act, unless the contrary intention appears:
(a) a reference to the doing of an act in relation to...other subject-matter shall be read as including a reference to the doing of that act in relation to a substantial part of the...other subject matter...

1. Therefore, for the purposes of the present proceedings, there are relevantly three different exclusive rights of the applicants which may be infringed by 
 iiNet 
 users: 

1. The right to make a copy of a substantial part of a film; 

2. The right to ‘make available online’ a substantial part of a film to the public; 

1. The right to ‘electronically transmit’ a substantial part of a film to the public.

The dispute

1. While the respondent concedes that infringements of copyright have been committed by 
 iiNet 
 users, a dispute exists between the parties of the number of those infringements and of the way in which they have been assessed. The respondent objects to the characterisation of the number of infringements alleged by the applicants, stating that, based upon the respondent’s interpretation of the particular statutory provisions and method of assessment, these are grossly disproportionate to the reality. 

2. The difference between the parties concerning the number of infringements results from their contrasting characterisations of the particular statutory provisions. Such contrasting characterisations are technical (both as to fact and as to law) but they are important, and were rightly the subject of extensive submission. Consequently, the Court will deal with each type of infringement in turn, to establish the correct characterisation of the provisions in relation to these proceedings.

‘Make available online’ a substantial part of the film to the public

1. Pursuant to the ‘Statement of Nature of Case’ discussed at [22], the respondent admitted, for the purposes of these proceedings, that where the AFACT Notices show a particular IP address at a particular time sharing 100% of a film, the person using the particular computer on which that file is stored and through which that file is connected to the internet (via the respondent’s facilities), was making the film available online: that is, was committing an act of copyright infringement. The respondent, for the purposes of minimising the issues in dispute, also admitted in closing submissions that where the DtecNet evidence shows an 
 iiNet 
 user sharing less than 100% of the file, that user was nevertheless ‘making that film available online’. The relevance of the percentage of film shared lies in the concept of ‘substantial part’ pursuant to s 14 of the Copyright Act which is extracted at [268] above. 

2. The doctrine of ‘substantial part’ operates such that where someone does an act that is in the copyright of the applicants (copying, ‘making available online’ and so forth), but only does so in relation to a part of the work or other subject matter that does not constitute a substantial part, that act will not constitute an infringement of copyright. Or, to put it another way, the Copyright Act only grants the copyright owner the exclusive right to do the copyright acts in relation to a substantial part of the work or other subject matter. 

3. The respondent argues that in the circumstance that the AFACT Notices show that a particular 
 iiNet 
 user is sharing less than 100% of the film, it would have to be established on a case by case basis whether the part being shared was, in fact, a substantial part. However, for the purposes of these proceedings, the respondent does not raise such issue. Regardless, the evidence establishes that the overwhelming majority of alleged ‘making available online’ infringements (78%) are in relation to 100% of the film being shared. 

4. Therefore within these proceedings it is admitted by the respondent that the applicants’ films have been ‘made available online’ by 
 iiNet 
 users. The dispute that remains is whether one makes a film available online once, or multiple times. In order to resolve that dispute, one must appreciate how an 
 iiNet 
 user’s computer is connected to the internet, particularly in the context of the BitTorrent protocol.

